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Abstract

Electronic junk mail, colloquially known as spam, has increasingly become a part of
life for users of email. Although people dislike the constant barrage, it is difficult to
design an anti-spam solution that can adapt appropriately to the constantly changing
messages.

Inspired by models of the human immune system, the spam immune system is a
spam classifier that protects users from spam. The metaphor of the immune system
is a compelling one because of the immune system’s ability to protect the body by
distinguishing self from non-self, even as the non-self changes.

The spam immune system creates digital antibodies which are used as email clas-
sifiers. As the system is exposed to messages, it learns about the user’s classification
of spam and non-spam. Once trained, the resulting system can achieve classification

rates comparable to those of existing commercial anti-spam products.

il
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Chapter 1

Introduction

1.1 Motivation

Several years ago, the word “spam” usually denoted a particular brand of luncheon
meat, but in recent times, the word is used colloquially to represent a variety of junk,
especially unwanted junk email. Many people dislike constant bombardment with
advertisements, but at least with traditional advertisements the cost is borne by the
sender; with spam, the recipient pays. Add to that the sheer volume of spam being
sent — A study of Canadian Internet users in March 2004 found that 68% of their
email could be classified as spam [IF04] — and spam is quickly seen as a problem that
needs solving.

While there are already many good solutions available, spam is a co-evolutionary
problem: the users try to find new ways to avoid spam, and the spam senders (spam-
mers) try to find ways to force users to see their messages. As such, new solutions are
created constantly to compensate for the ever-changing nature of the problem. And
while fairly effective anti-spam products exist, many don’t meet the expectations of
reviewers or users [Smi04].

This thesis details a new anti-spam solution based upon the artificial immune



system model. The core ability of the immune system is its ability to differentiate
the organism it protects from all invaders. The human immune system is remarkably
effective at handling viruses, bacteria and other things which might harm the body.
Viruses evolve and mutate, making them hard to detect, yet despite the fact that
most humans are constantly exposed to these dangerous invaders, immune systems
keep their hosts from getting sick with every new exposure.

Artificial immune system models have been used for a variety of applications, in-
cluding computer security [FHS97] and document classification [GCO03]. This self/non-
self classification ability can be extended to spam/non-spam, so the immune system
model can easily be adapted as a spam classifier. The adaptive nature of the immune
system also makes it an attractive choice, as it would be nice if the systems them-
selves could adapt to help with the co-evolutionary balance. Viruses and spam have
some things in common: they’re both undesirable, and they both evolve to avoid
detection. As such, it makes sense to use this biological metaphor to deal with this

similar problem.

1.2 Problem Statement

People don’t like spam [Pro04], so the less they have to deal with, the better. The aim
of spam solutions is to pre-sort messages into two categories, spam and non-spam,
and to do this with high accuracy so that the user doesn’t need to second guess the
sorting constantly. These two features are the most important ones for any spam
detector, and Section 2.1.4 describes other desirable qualities.

My more specific goal was to produce a spam detector inspired by knowledge of
the mammalian immune system. Section 2.2.3 explains how the artificial immune

system model has qualities which are desirable in a spam detector.



1.3 Contributions

This thesis represents the most comprehensive work on the application of an arti-
ficial immune system to spam detection. My earlier paper, [OWO03a], was the first
publication detailing a spam-detecting artificial immune system.

While this solution is interesting because of the theoretical basis used, it is more
than a theoretical whim: it is also a good spam classifier. Its peak accuracy of
93.6% with 1.1% false positives is comparable with results from commercial and non-
commercial anti-spam products [And04]. This is particularly interesting given that
this spam immune system represents only a single approach, whereas more complete
anti-spam products typically use several different methods.

In order to produce this system, it was necessary to create and test a number of

algorithms:

1. An algorithm for creation of classifiers,
2. An algorithm for classification of messages based upon these classifiers, and

3. Algorithms for evolution of classifiers over time with respect to the changing

nature of the emails being classified.

All of these algorithms are described in Chapter 3. The algorithm for creation
is described in Section 3.2.1, the algorithms tested for classification are described
in Section 3.2.3 (and the varied results for each is described in Section 4.2.2), and
the complete algorithm for the whole lifecycle, including evolution, is described in
Section 3.2 with more information in Sections 3.2.2, 3.2.3, and 3.2.4, with results
described in Sections 4.2.6, 4.2.7 and 4.2.8.

In addition, this thesis explores several different libraries used in the creation
of classifiers. These are described in Section 3.1.3: the English library in Sec-
tion 3.1.3.2, the Bayesian token library in Section 3.1.3.3 and the heuristic library in

Section 3.1.3.4. The results from testing these libraries are described in Section 4.2.4.



1.4 Thesis Organization

This chapter (Chapter 1) gives an overview of this thesis.

Chapter 2 is divided into two major parts. Section 2.1 describes some background
information about spam, including what it is and why it is a significant problem.
This section also contains an overview of several of the anti-spam solutions currently
available, particularly those which inspired this work. The second part of Chapter 2,
Section 2.2, details information about biological immune systems and the artificial
immune system model used to create the spam immune system.

The spam immune system is described in further detail in Chapter 3. In this chap-
ter, the algorithms used for the entire lifecycle are described. Section 3.1 describes
the components of the immune system and Section 3.2 describes the lifecycle of the
system, including all the algorithms used.

The experimental setup and results from testing the spam immune system can be
found in Chapter 4. Setup is covered in Section 4.1, then the results and discussion
can be found in Section 4.2 and 4.3 respectively.

Finally, Chapter 5 gives my conclusions and some suggestions of future work in

this area.



Chapter 2

Background

2.1 Spam

In the past few years, the amount of electronic junk mail (spam) received by email
users has increased considerably. This chapter gives an overview of information about
spam and about the solutions currently available to deal with the increased number
of messages sent and received daily.

The definition of spam is discussed in Section 2.1.1.1. Though most users are
quite sure what spam is to them, the definitions are fairly varied.

Sections 2.1.1.2 and 2.1.1.3 discuss the severity of the problem and the reasons for
this. As one might guess from the amount sent daily, obtaining email addresses is not
overly difficult or expensive. The next section, 2.1.1.4, explains how spam senders
obtain email addresses.

In order to help explain later sections, Section 2.1.1.5 gives a brief description
of the components of an email message. Then Section 2.1.1.6 explains why spam
classification is fairly difficult. However, it’s not impossible, so Section 2.1.2 describes
the types of solutions available, and Section 2.1.3 describes some of these solutions in

greater detail.



2.1.1 About Spam
2.1.1.1 What is Spam?

Within an email context, the term “spam” refers to the electronic equivalent of junk
mail: a range of unsolicited and/or undesired junk messages. The American Heritage
Dictionary defines spam as “Unsolicited e-mail, often of a commercial nature, sent
indiscriminately to multiple mailing lists, individuals, or newsgroups; junk e-mail.”
[spa00]

Although many Internet users know immediately what is meant by the term spam,
the exact definition tends to vary from person to person or from organization to
organization. Most definitions limit spam to messages sent to many people without
the consent of the recipients.

Although I choose to use “non-spam” or “legitimate email” to refer to messages
which are not spam, a popular slang term for non-spam is ham. See Section 2.1.1.1

for more on the origin of this term and the word spam.

Legal Definitions of Spam When it comes to making a legal definition of spam,
it is not sufficient to limit the definition to unsolicited messages. Many legitimate
personal or business communications are unsolicited except in the vague sense that
contact information was made available. But if it is assumed that consent is given
based on the fact that contact information was made public, then spam would count
as solicited mail. A job seeker may receive many legitimate queries about her resume,
which is available online, but also receive junk mail related to job searches — by making
her contact information available, does that mean all job-related things sent to this
person are legitimate? To narrow the definition closer to what people instinctively

believe is junk, several classes of email are often used [CAUO04]:

Unsolicited Commercial Email (UCE) consists of advertisements which have been

sent out without request or consent of the recipients.



Examples of UCE include advertisements for medications, websites, some illegal
items, and less potentially offensive advertisements such as ones for children’s’
toys, assuming that these messages have been sent without the recipient’s con-

sent.

Unsolicited Bulk Email (UBE) consists of messages which have been sent to

many parties without their request or consent.

Examples of UBE may include political or religious notices, hate mail against
certain groups, or scams. A common spam scam involves fake emails which
appear to come from a legitimate agency such as PayPal, a bank, or credit
card company, requesting verification of credit card number (and other personal

details) but instead allow thieves to steal identities.

UBE also includes UCE, so commercial messages sent to many people would

still be considered UBE as well as UCE.

Unsolicited Automated Email is a related definition used by Graham as another
attempt to define what people really see as spam [Gra02]. He points out that
if a neighbour sent a for sale advertisement for something he wanted, he’'d be
delighted, despite it being both unsolicited and commercial. The use of the
word “automated” instead of “bulk” illustrates that a low-volume message may

still be spam.

Any of these classes, sometimes combinations thereof, may be used as a definition
for spam. But although these classes seem reasonably straightforward on the surface,
it can be a challenge to define each in sufficiently precise terms for legal pursuit of
offenders.

An interesting thing to note is that for some business dealings, consent actually
is implicit. When a user buys something from an online store, he doesn’t mind when

they send a receipt, but may not be impressed if they then send a newsletter every



week. Yet some legal definitions exclude mail sent by companies with an existing
relationship with the recipient.

This leads to quite a number of questions that need to be answered:

e What does consent entail?
e What implicit consent is given in a business transaction?

e Can an individual be said to have “solicited” advertisements from a company
if they signed up for an unrelated service and gave the company permission to

send messages related to that?

e What if a clause was buried deep within an agreement before the user could

sign up for anything?
e Does there need to be an easy “opt-out” checkbox somewhere on the form?

e Does that checkbox need to be unchecked by default?

These are all interesting questions that are debated in the courts, but as we shall
see in Section 2.1.1.1, they need not be investigated to produce a useful spam filter,
since a more pragmatic definition of spam can be used for the purpose of spam

filtering.

A Definition for Spam Filters While all these definitions of spam are interesting,
and it is important to realize that spam definitions are not the same for everyone, the
definition that really matters for a learning filter is the one that’s being taught. A re-
cent prediction for 2004 suggests that because email filtering is becoming increasingly
common and easy to use, people will use it even for things which are not typically

viewed as spam:

Consumer and office-worker definitions of spam will shift, thanks to the

capabilities found on desktop spam-control products. Spam, once the



domain of unsolicited junk e-mail, will become plain unwanted e-mail.
Mail I requested last week is spam this week. A worker who subscribes to
a mailing list in January will no longer want it in April. It will be easier
to mark the message as spam than it will be to unsubscribe to the list.
The messages will keep on flowing — at the user’s request — but will be

blocked before the user sees it. [Gre04]

Especially with mailing lists, what one person considers junk may be something
another person wants. There is also the issue that users will unintentionally report
mailing lists as spam [Ros03b]. This isn’t a problem if their spam report affects only
their mail, but in the case of the spam report going to a large company such as AOL,
the complaint may result in an innocent site and sender being blacklisted. Although
it is convenient for email servers to be able to use global spam filters for many users,
doing so can be very dangerous.

Thus, the definition of spam is dependent upon the individual, and even then, the
definition may continue to evolve over time.

A fairly practical definition can be used when discussing filtering methods such as
the one being proposed here: Spam is what the recipient considers to be junk mail
and does not wish to receive.

This definition does not hold up well in a legal sense since it would be nearly
impossible for companies or even individuals to avoid sending something which could
be claimed to be spam, but the definition works well for cases where no retributive
action is taken against senders of spam, and it more accurately represents how filters

are likely to be used. It is this definition that will be used for the purposes of this

paper.

A note on the history of the word “spam” The word spam comes from the

name of a product made by Hormel Foods Corporation. SPAM Luncheon Meat,
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within the food context, is the trademarked name of Hormel’s Spiced Ham. Hormel
Foods requests that capital letters be used when referring to their trademark and
small case letters be used when used as a slang term for junk, particularly junk email
[Hor04b] [Hor04a].

The use of the word spam to represent junk is often said to come from a comedy
routine by Monty Python’s Flying Circus, in which the word “spam” is repeated over
and over, drowning out other conversation. Since spam is often seen to drown out
other communication on the Internet, the word was adopted to refer to junk messages
online [spa03a].

This also explains the origin of the term “ham” to refer to non-spam messages.
The idea is that canned meat is not “real” meat, thus the opposite of the canned
SPAM would be real ham. I choose not to use this term because I find it confuses

people, but you may see it in other references related to junk email classification.

2.1.1.2 How pervasive is the spam problem?

A study in March 2004 found that 68% of email received by Canadian internet users
can be classified as spam [IF04]. The numbers for the United States and the rest of the
world are similar [Bri04]. Canadians find all this spam highly annoying: in a survey of
marketing techniques, spam rated just below the top offender, telemarketing (Spam
rated 4.5 and telemarketing rated 4.6 on a scale of one to five with five representing
extremely annoying) [Pro04].

Spam is a problem that has attracted the attention of many large companies,
organizations, and governments in the past year. Despite many very good efforts, the
amount of spam sent and received daily continues to rise.

When I started work on the spam immune system, I was getting approximately
25 spam messages per day. There are now days in which I have received over 200.

(Thankfully, these are mostly quarantined by my automated solutions so I rarely have
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to deal with more than 25 in a day.) While I get more than many people I talk to, my
percentages are not out of line with that seen by large filtering company Brightmail,
which notes an increase from 48% in May 2003 to 64% in April of 2004 — 16% in the
past year. [Bri04]

All this spam costs money. One legal firm in Los Angeles reported their costs for
spam as roughly half a million dollars after email devices were distributed to their
firm’s 220 lawyers. The costs were mostly in lost productivity, although bandwidth
and storage paid a role in the final numbers. Spam had cost them more than $1000
per year per user. With the help of a spam filtering company, the law firm saved
more than $400,000 per year [Fon03].

SpamCon Foundation estimated a cost of $8,900,000,000 per year to corporations
in the United States. Each spam is worth $1-2 in lost productivity, and those numbers
add up quickly [Atk03]. Estimates from 2003 suggest that spam may take around 2%
of an employee’s productive time [Han03]. It quickly becomes worthwhile to have a
spam filter to save humans from doing all the work manually.

While many promising solutions have been proposed and implemented, the current
feeling is that spam will continue to be a problem in the future. Thankfully, the many
filtering solutions available can be layered to provide users with fairly good solutions
for a time. As email exploitation evolves, however, new solutions must be invented

and existing solutions adapted to deal with new messages.

2.1.1.3 Why is the problem so severe?

Simply put, spam makes money for those who send it. According to a study of
American email users conducted in 2003 [Fal03], 7% of email users have purchased
something offered in an unsolicited mail (although not all unsolicited mail is con-
sidered to be spam). The cost of spending spam is so low that this means many

companies could make significant profits from spam. Many spammers are known to
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be fairly rich [spa03c|, and Wired News reported that one company was grossing over
half a million dollars in a four week period during summer 2003 [McWO03].

The most effective way to stop spam would probably be to make it unprofitable.
All of the spam solutions do this in one way or another. Legislation attempts to do
this by imposing severe penalties on those who are caught. Spam filters provide an
economic deterrent as well: by making it so that fewer people receive the spam, fewer
people can respond. Thus, the costs of sending spam go up, since more messages must
be sent in order to reach enough buyers. Some, including software giant Microsoft,
have suggested that adding a small cost per email sent (like putting postage on a
regular letter) would go a long way towards limiting spam by putting the cost burden

on the sender rather than largely on the recipient [Jes04].

2.1.1.4 How do spam senders get email addresses?

In order to reach many people, spammers must first gather email addresses to use.

This can be accomplished in many ways:

1. Addresses can be harvested from many public locations. A program can be
written which looks for anything that “looks like” an email address. One might,
for example, look for any string containing the @ sign, or use a more detailed
pattern such as one that requires there to be characters before and after the
sign. The program can then just search through publicly available information

and find valid email addresses.

Some examples of publicly available places to find email addresses include:

(a) Posts to Usenet newsgroups
(b) Web pages
(¢) Mailing lists

(d) Web browsers
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(e) IRC and chat rooms
(f) Ident daemons

(g) Finger daemons

(h) AOL profiles

(i) Domain contact points
(j) White & yellow pages

(k) Web and paper forms

Many sites that make email addresses publicly available also try to obfuscate
the addresses so that they cannot be easily harvested. See Section 2.1.3.4 for

more on how this is done.

2. Guessing and cleaning

Many email addresses can be guessed: dictionary words are fairly common, and
first-initial last-name combinations are guessable for those with common last
names. Some Internet Service Providers also use guessable combinations. For
example, the National Capital Freenet in Ottawa has addresses which always
start with two characters and end with three numbers, such as as648. Some
spam programs may also try every possible address: a, b, c... aa, ab, ac... and

so on [Tec03].

3. Having access to the same server

In many systems, it is possible to determine all the valid email addresses on a
server. In UNIX systems this can be done by checking the “passwd” file. In

many work environments, company directories are made available.

4. From the previous owner of the email address
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Common addresses may wind up being re-used when one customer leaves a
service provider, and this address may already be receiving spam even if no one

has used it in some time.

5. Using social engineering

Many people are willing to give up their address to enter a contest, and while
many contests are legitimate, there are offers out there where email addresses

are being harvested and sold.

6. Buying lists from others

Anyone who can make a list can also sell it. Addresses sold may have come
from public harvesting, from organizations that went out of business, or any
sort of organization that might have collected email addresses at some time.
This includes email addresses that might have been collected for other, even

legitimate, purposes.

7. Hacking in to sites

For more details on any of this list see Raz’s summary [Raz04]

While spammers may use all of these methods to gain addresses, one method is
currently preferred. According to a study completed in March 2003 [Tec03], 97% of
the spam they received was delivered to addresses that had been posted on the public

web. Usenet newsgroup postings followed at under 2%.

2.1.1.5 Anatomy of Email

In order to understand how spam detection works, it helps to have a basic under-
standing of the email format. Email can be divided into two parts: the headers and
the body of the message.

A simplified email message might look like Figure 2.1.1.5. The first three lines are

the headers, the last three lines are the body.
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To: michael@example.com

From: susan@example.com

Subject: Next Thursday.

We’re meeting in front of City Hall at noon.
See you then!

Michael

Figure 2.1: A simplified email message

The headers are a set of meta-information found at the top of the email. They
take the form of <Name>: <value> and while some of them are standard, more op-
tional headers can be set. They include information about when a message was sent,
to whom the message is being sent, from whom it was sent, what the subject of the
message is, along with optional information such as the name of the program used to
send the mail.

The body is the actual message content. This is usually in plain text or HTML
format, and can include other attachments. Plain text and HTML can be parsed
fairly easily by a program looking for spam terms, but identifying a picture or an

image containing text is much more computationally intensive.

2.1.1.6 Why is spam classification hard?

One of the barriers to legislation against spam is the fact that not everyone uses
exactly the same definition, as we saw in Section 2.1.1.1. It doesn’t help that laws
may be made at different levels even within the same country, let alone laws in different
countries. With so many different and sometimes conflicting laws, prosecution can
be very difficult.

Another barrier both to legislation and practical filtering is that email is not
designed in such a way that the sender can always be traced easily. There is no
authentication of the sender built in to the protocol used by email, leaving it possible
for people to forge sender information. This makes it hard to trace back and prosecute

the sender, or to avoid receiving messages from a known spammer in the future. There



16

are several proposals to adapt this protocol, and these are described in Section 2.1.3.6.

Spam changes over time as new products become available and seasons change.
For example, Christmas-themed spam is not usually sent in June. But beyond that,
there are targeted changes happening in spam. Perhaps the largest problem of spam
filtering is that spammers have intelligent beings working to ensure that “direct email
marketing” (the marketing term for spam) is seen by as many potential customers
as possible. Many anti-spam tools are freely available online, which means that
spammers have access to them too, and can learn how to get through them. This
makes spam detection a co-evolutionary process, much like virus detection: both sides
change to gain an advantage, however temporarily. Although it does change, spam is
not completely volatile. Terry Sullivan found that while spam does undergo periods
of rapid changes, it also has a core set of features which are stable for long periods of
time [Sul04].

Spam varies from person to person. This is partially due to targeting on the part
of the address harvesters, who try to guess the interests of the recipients so that the
response rate will be higher. But more importantly, legitimate mail also varies from
person to person. In theory it should be possible to discover spam without much
attention to the legitimate mail. However, the great success of classifiers which use
both, such as Graham’s Bayesian classifier (See Section 2.1.3.11) and the CRM114
discriminator [Yer04], implies that use of data from both legitimate and spam email
is very beneficial.

One final thing to note in the difficulty of spam classification is that all mistakes
in classification are not equal. False negatives, messages that have accidentally
been tagged as non-spam, are usually seen by the user. They may be annoying, but
are usually easy to deal with. However, false positives, messages that have been
accidentally tagged as spam, tend to be more problematic. When a single legitimate

message is in a pile of spam, it is much easier to miss seeing it. (A typical user
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will not read all spam, but instead scans subject and from lines quickly to see if
anything legitimate stands out.) While there is relatively little impact if a person
receives a single spam, missing a real message which might be important is much
more dangerous. One research firm suggests that companies lose $3 billion dealing

with false positives [Han03].

2.1.2 Classifying Current Solutions

Spam solutions can be divided loosely into several classes:

Social solutions try to solve the solution at its root by discouraging spam senders

(spammers) through social methods such as legal defences.

Typically, social solutions aim at the root of the problem, making it difficult
for spammers to make a living sending spam. This provides a fairly strong

economic motivation for people to stop sending spam.

There are also some interesting ideas about trust and social networking which
come in to play here. Similar to the PGP web of trust [Fei02], it may be
possible to use social networking to determine whether a given person or group
can be trusted not to send spam. In social networking systems, people typically
indicate those who they feel to be friends. On the assumption that people rarely
get spam from their friends or perhaps on the assumption that no one will be
friends with those who send spam regularly, people can often trust friends of

friends and so on.

Technological solutions use technical means to make it more difficult for spammers

to get their messages through to recipients.

In a loose analogy, technological solutions usually try to fix the symptoms rather
than the disease. That is, they typically make life better for the end user of a

solution rather than worrying about getting rid of those who are causing the
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problem by sending spam. However, the side effect of users seeing less spam is
that fewer people will buy what’s being sold, making it harder for spammers
to make money. This economic deterrent makes even the most purely technical

solution have an effect on the root of the problem.

Within the technological solutions, there are several ways in which spam is

classified:

Content - Messages are classified based upon their contents (for example, do
they contain given words or phrases?). The contents may include plain
text, HT'ML or other enhanced text formats, images, documents, or other
attachments. Most of the systems mentioned here focus upon the plain
text and HTML parts of the message. Other attachments may also be
analyzed, and the mere existence of these contents can also be used to

help make a classification.

Source - Messages are classified based upon their source. Blacklists (Sec-
tion 2.1.3.7) and whitelists (Section 2.1.3.8) are examples of classifiers

based upon the message source.

It must be noted that one of the problems with current electronic mail pro-
tocols is that it can be very difficult to ascertain that the stated source is
in fact the actual source. Some methods of filtering include ways to verify
the source of a message by checking if all parts of the address are valid, or
more complex methods such as cryptographic identification. These meth-
ods are not directly relevant to my work, so they have not been covered in

detail in this document.

Conglomerations / Combinations While it’s nice to describe each of these tech-
niques as if they are separate, this is not the case. Most complete spam solutions

use multiple techniques in order to improve accuracy. Some techniques work to-
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gether naturally, such as Challenge-Response, a method whereby senders must
take action before the recipient will accept their messages (See Section 2.1.3.9),
and Whitelisting, a method where only messages from trusted senders are ac-

cepted (See Section 2.1.3.8).

One well-known product, SpamAssassin, uses a combination of heuristics [sa-04d],
automatic whitelisting [sa-04a], Bayesian rules [sa-04b], DNS blacklists [sa-04c],
and a number of other methods [sa-04d]. Each detection rule is given a weight
and the sum is used for the final score of a message. These weights are deter-
mined by a Genetic Algorithm once per release, which means that the weights
are changed and optimized for best detection rates before each new release of

the software.

Social defences can be combined with technical ones, too. A common tactic for
sites using a blacklist (see Section 2.1.3.7) is to send out a mail letting anyone
whose mail is being blocked know why it is being blocked. This encourages users
to complain to their service providers, making it harder for spammers to find
a service provider, and harder for service providers who run poorly configured

mail servers that allow easy sending of spam.

2.1.2.1 When do these solutions work?

Not all of these solutions fit in the same point in the process of handling email.

Figure 2.2 shows where some of the solutions described in the next section take place

in this process.

Legislation, copywrite, and address obfuscation help to stop a spam before it is

sent by placing penalties upon the act of sending spam messages. If these penalties

act as a deterrent, the spam is never even composed.

Since these do not always act as sufficient deterrent, the next step is at the server

level: blacklisting and heuristics can be applied to all the mail sent to a server, and
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Figure 2.2: Where spam solutions work in the process of handling email

those messages which do not pass the tests can be discarded.

The next level occurs when the message is sorted into the individual user’s mailbox.
At that point, challenge-response, whitelisting, Bayes classifiers and more heuristics
can take effect, taking any email which doesn’t pass out of the inbox. These methods
require more information about the specific user whose mail is being filtered, and
thus may potentially be more accurate than the server-level methods. Note that we
may have two-level solutions here, where filtering occurs immediately when the mail
is sorted to the recipient’s mailbox, and then it may be filtered again (with more
information) right before the user sees the mail. None of the solutions described in
this section use this sort of method, so it is not pictured in the diagram, but it can
be done.

At the recipient level, once a person has received a spam message, he or she can
take the option of legal action to impose penalties upon the spammer, or can employ
more grassroots methods to penalize the spam sender. This is the final level, but
these methods all tie back to the first level since the thread of retribution is what
provides the deterrent to sending spam in the first place.

Some methods make take effect in more than one place in this process, but they
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tend to have one place where they take most effect. For example, blacklisting also
works as a preventative measure (before the spam is sent) because the threat of being
blacklisted will discourage service providers from allowing spammers to use their
networks, but its primary effect is at the server level when messages on the blacklist

are denied.

2.1.3 Current Solutions

As the amount of spam sent daily has grown, so has the number of solutions available
for dealing with the deluge. Many of these solutions have inspired my work or help
to explain why certain choices were made in the design of the spam immune system,
so these ones are described in more detail here.

My work has been most influenced by the solutions currently known to be used by
popular anti-spam solutions. However, there is a wealth of academic work, particu-
larly in the area of natural language processing, that could be drawn upon for future
work. Beyond the Bayesian approaches described in Section 2.1.3.11, there have been
good results with Support Vector Machines, boosting of trees, rule-learning algo-
rithms and other approaches [DWV99] [CMO01]|. Many of these published and tested
methods may be in use, but are simply not advertised since many anti-spam solution

providers prefer to keep their methods confidential.

2.1.3.1 Spam Legislation and Legal Action

Many people hope to make the sending of spam email illegal,
Solution type

so that punishments can be brought to bear against those who

Social

send spam. Unfortunately, this is a difficult thing to do for
several reasons:
e Laws will vary from place to place, be it countries, regions within countries, or

groups of countries.
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e The definition of spam is not universally agreed upon.

e There is significant pressure (from spam senders, who are frequently rich and

influential [spa03c]) not to enact these laws.

Individual countries have enacted spam laws. The CAN-SPAM Act of 2003 [can03]
in the US specifically makes it illegal to do a number of things commonly done by
spam senders. This includes using a computer without authorization in order to send
commercial email messages, doing a number of things intended to mislead recipients
as to the origin of the message, the identity of the sender, etc. Penalties include jail
terms of up to 5 years for repeat offenders. The first lawsuit under this new law was
filed two months after it was passed [Asa04a]. Virginia is apparently the first U.S.
state to have a felony conviction for spam, thanks to the laws in Virginia [Ras04].
One of thew two spammers convicted in Virginia has been sentenced to nine years in
prison for the offence.

Critics of the CAN-SPAM Act of 2003 point out that it actually legalizes spam
as long as the sender avoids doing any of the things specifically designated as illegal.
Worse, this preempts state legislations which were sometimes stronger. Some even
allowed citizens to sue spammers directly [Asa04b]. So even when spam laws are
enacted, they can be ineffective or potentially make things worse for the average
person.

Further, many people point out that making something illegal doesn’t necessarily

make it stop happening:

MessageLabs’ Sunner thinks CAN-SPAM promoters need a reality check.
“There will never be a magic bullet for spam... ,” Sunner says. “It’s like
a car. Stealing a car is illegal, but we still need car alarms. It’s the same

for spam. We'll always need a technical solution.” [Ula04]
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2.1.3.2 Copyright Law

A company called Habeas has a novel method of using the
Solution type

legal system to combat spam. They have written a haiku (a
Social

form of Japanese poetry that consists of three lines containing
five, seven and five syllables respectively) that makes up part of a set of special headers
that can be included with a message. This haiku is copyrighted, but the company
licenses its use freely to individuals who do not send commercial mail and for a fee
to businesses who comply with their standard of legitimate mail. The idea is that
anyone who sends spam using this mark will be in violation of copyright law, and
will be pursued accordingly using existing copyright law, rather than relying on new
laws. [Hab03]

Those using filtering methods can let through anything with the Habeas haiku,
knowing it not to be spam (thanks to Habeas’ work in protecting their copywrite),
and senders using the haiku can be more sure that their messages will make it through
to their intended recipient. At time of this writing, the Habeas haiku has been used
in popular solutions such as SpamAssassin and Spamcop, as well as popular service
providers such as American Online, Juno and Prodigy.

2.1.3.3 Grassroots Methods

Many users would like to take matters into their own hands
Solution type

and tell spammers exactly what they think of the messages. For
Social

the most part, these are idle thoughts of revenge, not to be
carried out, but people have been known to work en-masse to disrupt the lives of
spammers.

After an article (”Spam king lives large off others’ e-mail troubles” [Wen02b]) gave
frustrated users a clue to how to find well-known spammer Alan Ralsky, a group of

people organized a campaign to give him a taste of his own medicine. Reporter Mike
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Wendland had agreed not to publish Ralsky’s address, but did tell readers how he
had found it, and a number of people signed Ralsky up for mailing lists and every
advertising campaign they could find, keeping the US Postal service busy delivering
catalogues, advertisements and brochures to his home[Wen02a].

While this is an amusing and not overly harmful reaction to spam, users have also
been known to do more harmful things. Frustrated users have been known to take
down the websites of spam senders [Art04], and spam was even cited as a possible
motive in the murder of two known spam-senders [sho99b] [sho99a].

However these actions may have made their perpetrators feel, resorting to vigilante
action has not helped stop the flow of spam.

2.1.3.4 Address Obfuscation

The easiest and simplest way to avoid getting spam is to
Solution type

keep your email address private. While this is quite effective,
Technological

it can be hard to strike a balance between hiding and making
it easy for people to get in touch with you. Ideally, it should be possible to make
an address accessible to human readers, yet incomprehensible to automated email
address harvesters. People have come up with many different solutions such as using
special encodings (for example, name&#64 ; example.com. &#64; is the HTML entity
for the @ symbol.), inserting extra letters into their email addresses (for example,
name@NOSPAM. example. com), a variety of human readable variants (for example, name
at example dot com), and clever methods involving Java script.

A study by the Center for Democracy and Technology suggested that address
obfuscation is very effective. Their tests found that none of the obfuscated addresses
they posted on the web and elsewhere received spam [Tec03]. It is not very difficult
for a spam harvester to reverse-engineer many types of obfuscation, and other studies
suggest that these methods have varying degrees of success [Ros03a]. However, even

if this technique only reduces the amount of spam sent to an email address, not avoid
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spam entirely, it can still be a useful technique.

Others have also tried to “poison” email harvesters by creating web pages with
many non-existent email addresses on them. An automated program for doing this,
Sugarplum, attempts “to feed realistic and enticing, but totally useless or hazardous
data to wandering address harvesters” [Car03]. The idea is that this will clog up the
databases of the harvester, forcing the spammer to discard all information from your
site, including any real addresses which may have been collected.

2.1.3.5 Heuristics

The oldest and still common way of dealing with spam
Solution type

is through heuristic methods. People recognize patterns in
Technological
spam that are not apparent in their regular mail and set

Content and Source

up rules accordingly. For example, the phrase ”discount
Canadian drugs” appears rarely in most people’s regular mail, but fairly frequently in
the spam I receive. Most of the techniques described below are technically heuristics,
in that they are not perfectly accurate rules, but the term is commonly applied to text-
based rules developed by human intuition. SpamAssassin contains hundreds of these
rules, which can be fairly simple or complex. For example, one might tag mail which
starts with “Dear Sir” or make a more complex rule which handles “Dear sir” “Dear
Madam” “Dear Ma’am” “Dear friend” and other variations upon the salutation.
Some spam-detecting heuristics found in SpamAssassin include:

e Does a link in the message use a numeric IP address?

Is there a link to “unsubscribe” or “remove” in the mail?

e [s some variation on the phrase “barely legal” found in the message?

e [s some variation on the phrase “must be at least 18” found in the message?

Does the message contain at least three dollar signs ($) in a row?
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e Does the message contain at least three exclamation points (!) in a row?

Some heuristics also detect non-spam:

Was this email sent by mutt, a text-based email client rarely used by spammers

Was this email genuinely sent from eBay

Is this message a Bugzilla bug status report

Was the message sent by known mailing list software

Does the email contain a PGP (pretty good privacy) signed message?

Paul Graham, whose work with Bayesian-inspired filters (see Section 2.1.3.11)
brought statistical filtering to the foreground of anti-spam work, mentions that finding
heuristics can be a fun challenge for many people. He claims the reason it took him so
long to try the statistical approach “was because [he] got addicted to trying to identify
spam features [himself], as if [he] were playing some kind of competitive game with the
spammers.” [Gra02] Even with the plethora of automated spam solutions available,

some people prefer to set their own rules.

2.1.3.6 Sender Authentication

The basic idea of sender authentication methods is that some-
Solution type

how, there should be a way of checking whether a given mail

Technological
server was allowed to send mail for a given domain. This can

Source

be done by signing messages in some way, by publishing in ad-
vance a list of servers allowed to send mail for a given address, etc. There are several
different proposals available, including the following:

e SMTP-AUTH was described in RFC 2554 [Mye99] in March 1999. It adds a

logging step where the email client must log in to the server before it can send
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mail, and allows one mail server to indicate to another that the client had been

authenticated.

e Sender Policy Framework emerged in late 2003 [spf04] as a combination of
“Reverse MX” by Hadmut Danisch [Dan04] and “Designated Mailers Protocol”
by Gordon Fecyk [Fec04]. It requires domains to publish information about the
mail servers that are allowed to send outgoing mail from the domain. (Current

records only keep the information about the incoming mail servers for a domain.)

e Yahoo’s “Domain Keys” authentication software [Yah04] was submitted to the
Internet Engineering Task Force (The body which handles many Internet stan-
dards) in August 2004 [Del04]. Using DomainKeys involves signing email (as in
encryption techniques) and verifying the signature against a public key provided

in the DNS record for each domain.

e Microsoft’s “Caller ID for email” was announced in February 2004 [sen04a] and
has merged with AOL’s “Sender Policy Framework” to be come “Sender I1D”
[sen04b].

The way these protocols help to combat spam is that they limit spammers to using
only valid servers to send spam from a given address. Thus, they must use their
own addresses (or somehow compromise other people’s servers), their own servers,
and those who do not wish to receive email could simply block those servers. If
all (or even most) legitimate email senders performed some sort of authentication,
it would be possible for users to safely discard or quarantine any email that was
not authenticated, so there would be no way for spammers to get their messages
through to users who had chosen not to receive their messages. For SMTP-AUTH,
the authentication is done between the sender and their email server, and the receiving
server can check the authentication with the sending server. Figure 2.3 illustrates how

the other sender authentication schemes work, with the authentication step taking
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Figure 2.3: How sender authentication works

place at the receiving server. For many of the schemes, the lookup servers are the
same servers used for domain name lookups.

At this time, no single proposal has emerged as the best, and without widespread
use the impact of these protocols is limited, since individual users will still want email
that has not been authenticated. However, with time, these authentication processes
could be built in to the infrastructure in such a way that the average user would not
even notice. Although there are ways to limit the effectiveness of this type of protocol,
reliable knowledge of the email sender would be a valuable tool for spam detection
and could aid in developing more accurate solutions. And even if the implementation
is not widespread, spam filters can take advantage of the extra information found in

authenticated messages.

2.1.3.7 Blacklisting

Since many spam messages are sent from the same machines, it is possible to block
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those machines in order to greatly reduce the amount of spam received by a given

mail server.

Many organizations provide lists of Internet addresses which
Solution type

in the opinion of the list maintainer, should be blocked. These
Technological
may include known spam-senders [dns04], compromised or poorly-
Source

configured machines [ORDO04], dial up addresses [DNS02], and
even addresses of networks which may have policies that are “friendly” to spammers
[Vix00]. The way in which these lists are determined can be quite varied: The pop-
ular Mail Abuse Prevention System’s “Realtime Blackhole List” (RBL) is known to
be quite harsh in listing even networks who are “neutral” to spammers [Vix00], while
other networks are more moderate.

The practise of blocking addresses not only reduces spam, but provides an ad-
ditional incentive for Internet service providers to avoid having customers who send
spam. If customers find that their mail has been blocked because their service provider
has been hosting spam, they complain and may even take their business elsewhere.
Thus blacklisting is both a social and a technical defence.

The problem with simple blacklisting is that legitimate messages will be blocked
along with the spam, and some claim that this is even necessary for the blacklists to
be effective [Vix00]. Often, blacklists are used in conjunction with other tests so that
they provide only part of the reason an individual message may be blocked.

2.1.3.8 Whitelisting

Whitelisting, as one might expect, is an opposite to blacklist-
Solution type

ing. A list of known/trusted senders is provided, and messages
Technological
from senders not on the list will be treated as potential spam.
Source

This is not a feasible solution for everyone: As a teaching
assistant, I need to be able to receive mail from students whose email addresses

and online names I may not know in advance. But many people communicate by
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email with only with a small number of colleagues, friends and family. By limiting
it so only their mail program only accepts mail from those who are pre-authorized
(and providing some mechanism for unauthorized people to become authorized), the
amount of spam is reduced, since spammers rarely know enough about the user to
avoid being shunted to the “unauthorized” pile.

2.1.3.9 Challenge-Response

In order to avoid ignoring uncertain messages entirely, the
Solution type

challenge-response (CR) scheme can be used to improve a whitelist
Technological
over time. Suppose Alice wants to send a message to someone

Source

she’s never emailed before, Bob. When Alice sends a message
to Bob, Bob’s mail client recognizes that he does not know this person (or does not
recognize her email address) and sends a message back to Alice asking her to verify
herself. Once Alice has verified herself, her message is sent through to Bob, and
any further messages from her email address will be automatically let through. This
scheme is visually represented in Figure 2.4.

The idea is that while real users are quite capable of answering such queries,
spammers would not have the time to do this (assuming they get the message at all,
since reply-to addresses may not be real). Thus, the CR scheme ensures that it is a
real person and not an automated machine trying to get in touch with you.

To increase the likelihood that only humans will successfully answer the challenge,
some systems use a “Reverse Turing Test” (RTT). An RTT is a test which is difficult
for computers to answer, but easy for humans. In one example of an RTT, the user is
presented with images of distorted words (see Figure 2.5) and asked to type the word
shown. More examples of RT'Ts and their applications can be found in [vABLO4].

Unfortunately, there are issues with RTTs. One of the most commonly cited
ones is accessibility: An RTT such as the one in Figure 2.5 requires the user to have

sufficiently good vision. For a blind user, another test would have to be used, perhaps
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cipmuny ARy

Figure 2.5: Reverse Turing Tests: “chipmunk” and “apple”

using audio if the user is not also hard of hearing. But with both pictures an audio,
the bandwith required goes up considerably. This extra usage makes little difference
to servers and users in places where bandwith is cheap, but for others the cost can
be prohibitive, or the device being used may not even be able to handle the format
used. Plain text questions can be used (for example, ”What is the sum of three and
five?” or ”Who is the president of the United States of America?”), but they can be
easier to beat with an algorithm, and ”common knowledge” for the test maker may
not be common knowledge for all the people who might encounter the RTT.

It is possible to beat RTTs with algorithms [MMO03] [Rob02], and it is also possible
to beat them by simply hiring humans to do them. This costs time and often money;,
which may be sufficient deterrent, but if the eventual profit is high enough, then
RTTs can not be relied upon.

Beyond the issues related to using RT'Ts, Challenge-Response schemes have had
their own technical problems: for example, they have been known to mistakenly
reply to every message posted to a mailing list, becoming an annoyance to all sub-
scribers. Even when those problems are eliminated, the system is still more obtrusive
to senders, while most systems are the receiver’s responsibility to maintain. This
works well when the sender is willing to adhere to this protocol and send the neces-
sary confirmation, but this cannot always be assumed.

Suppose Alice, an expert, has gotten a message from Bob, a stranger, asking for
help. Alice may be quite happy to send off a quick email, but if Bob’s system then
sends her a challenge, she may simply decide that this is too much trouble or that Bob
is being rude (after all, he contacted her first asking for help, then imposes more on her

time by challenging her). These problems can be reduced by clever use of whitelisting
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(for example, Bob’s mail client automatically whitelists Alice’s email address when he
sends her a mail) but this cannot solve all problems (for example, Alice uses multiple
email addresses and responds from one not automatically whitelisted, or Bob emailed
a technical support address but gets a response from an individual support tech who
uses his or her personal address, which would not have been available to Bob earlier).

So even though in theory, with everyone cooperating, the CR systems should be
very effective, the reality is that with such a system, you risk frustrating people who
send you mail and missing legitimate messages as a result.

2.1.3.10 Spamtrap email addresses

If you know that a given email address is never used
Solution type

for real mail, it can be used to find known-spam without
Technological
detecting legitimate messages. This allows people to build
Content and Source

up corpora of spam without requiring a human to do the
initial sorting, and thus can be a great tool for finding more messages.

Brightmail uses, among other methods, a

‘probe network” which is very good at
detecting UBE. They set up a number of email addresses which are made available
to spammers. These “spamtraps” are similar to “honeypots” in the security context:
they attract and “trap” spammers who believe them to be regular email addresses.
In fact, these addresses are then used to find and filter out mails which are sent to
more than one of the addresses. Because no legitimate mail should be sent to these
addresses, Brightmail can be quite sure that no legitimate mail will be caught. [Bri03]
It does rely on the fact that most spam is sent in bulk, but used in conjunction with
other methods, it helps Brightmail reach high accuracy levels.

This sort of idea is also employed by Cloudmark’s SpamNet service [spaO4c|, only
it uses real email addresses rather than ones which receive only spam. When a user

of the SpamNet service reports a message as spam, his or her vote is used to decide

whether to block that message from the rest of the community.
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While Cloudmark and Brightmail’s services are available to paying customers,
this sort of information is also available for free thanks to community effots such as
Vipul’s razor [Pra04].

2.1.3.11 Bayesian-inspired Filters

The idea of using Bayes rule to sort spam was introduced
Solution type

in 1998 by [PL98] and [SDHHO9S], but the idea became much

Technological
more popular after Paul Graham self-published his paper, “A
Mainly Content

Plan For Spam” [Gra02] which boasted of accuracies over 99%
without accidentally marking any legitimate messages as spam. This accuracy was
on his personal email using a system which was proprietary, so his results cannot
be directly duplicated. His results can thus not be considered scientifically relevant,
although they have made an impact upon research in this area. There have been
challenges which show that Bayesian filters are not always so accurate, performing
well below his stated results and not as well as other spam filtering products [CLO04].

First, the message is tokenized, that is, it is divided up into a set of smaller,
simpler features known as tokens. The actual definition of a token changes de-
pending upon the specific algorithm used. For Graham’s original algorithm, to-
kens were defined as sets of alphanumeric characters, dashes, appostrophes and dolar
signs, with anything else considered token separators [Gra02|. (Note that Graham
specifically excludes HTML comments from consideration, to avoid a specific attack
where spam senders include HTML comments within words, so that a program sees
fr<!-- chipmunk -->ee but the recipient sees the word free.) Later works have
used more elaborate definitions including special handling of dollar ranges (for exam-
ple, $20-25 becomes $20 and $25) or multi-word creations (See [Gra03] and [Lou03]
as well as the CRM114 Discriminator [Yer04] and DSPAM [Zdz04)).

As an example, suppose we were trying to tokenize the phrase “It’s 100% natu-

ral!” There are several common ways to tokenize this phrase. With the most basic
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algorithm, which separates based on whitespace or punctuation, the resulting tokens

would be as follows:

e 100

natural

With an algorithm that includes punctuation, we would have the following tokens:

o [t’s

e 100%

e natural!

These might be in addition to the first set of tokens, depending upon the algorithm.
The multi-word tokenizers simply string together adjacent tokens. With a two-

word tokenizer that doesn’t include punctuation, we would have the following tokens:

o It s

e 5 100

e 100 natural

And with a two-word tokenizer that includes punctuation, we would also have the

following tokens:

e It’s 100%

e 100% natural!
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Some of the original work in Bayesian filtering included “stemming” words so that,
for example, words such as mailing, mailed and mail were all handled as one [PL98].
It has not been shown that this ontology improves the results (quite to the contrary
— Graham cites it as a possible explanation for poor results [Gra03]) so this technique
does not appear to be widely used any longer.

Spam filtering using Bayes rule use two simplifying assumptions:

1. Tokens are independent.

This is a common assumption in pattern recognition and the resulting Bayes
rule is known as the naive Bayes rule. Although it is a common assumption,
it is not actually true in many classification tasks. It is rarely true in email
classification tasks: if an email to contains the word “lichen” it would also be
more likely to contain nature-related words like “tree” or “field” than it would

be to contain words about computer programming such as “algorithm.”

Despite the lack of validity of this assumpion, it significantly reduces the amount
of calculation necessary, and even with this simplifying assumption, Bayes’ rule

can be fairly accurate.

2. The prior probabilities are identical (equal to 0.5).

This estimation may actually be accurate for some people, but even when it
isn’t, it turns out that this estimation is good enough for most purposes. Using
this estimation also simplifies the calculations. Graham suggests that using
the actual prior probabilities could improve filter performance [Gra03]. These
numbers would be derived by determining the ratio of spam to non-spam in the

email already seen, and could updated constantly or on some sort of schedule.

With these assumptions, the simplified Bayes rule used for email filtering is as

follows:
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P(token|spam)

p token) =
(spam|token) P(token|spam) + P(token|nonspam)

And each of the parts of that equation are defined as follows:
P(spamltoken) = the probability that the message is spam given that the
current message contains a given token

P(token|spam) = the probability of a token occuring in the message given

that the message is spam

number of times the token is found in spam
number of spam messages in database

P(token|nonspam) = the probability of a token occuring in the message given

that the message is nonspam

number of times the token is found in nonspam
number of nonspam messages in database
Thus, for each token, the filter needs to store the number of times it has appeared

in spam messages and the number of time it has appeared in non-spam messages. (The
total can be found through summing these two numbers.) In this way, P(token|spam)
and P(token|nonspam) can be recreated easily.

To determine the probability that a given message is spam, the filter looks at all the
probabilities for each token found in the message and chooses the n most “interesting”
ones. The most “interesting” tokens are those with probabilities furthest from the
neutral 0.5, since those tokens indicate a strong tendency for the message to be either

Spaln Oor non-spain.

17, P(spam|token;)
o P(spam|token;) + TTi—, (1 — P(spam|token;))

where n represents the total number of “interesting” tokens to use. Graham’s
algorithm uses n = 15 [Gra02].
The final score indicates the probability that a given message is spam, and users

can then define a threshold so that the scores can be used to give a binary spam
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or non-spam indication. Graham says that his threshold is at 0.9, but the exact
threshold isn’t very important, since few messages end up in the middle range of

probabilities [Gra02].

2.1.4 Summary

Spam is a big problem which is escalating. Even though users are becoming in-
creasingly frustrated with spam, significant numbers of people are purchasing the
products and services offered. As spammers continue to profit, it seems unlikely that
the problem will lessen in the near future.

The definitions of spam vary from person to person, but when it comes to spam
filtering, “the customer is always right.” That is, it is the deviation of the user whose
mail is being filtered that should matter most to those producing the filter.

Although spam classification is a difficult task, there are already a variety of filters
available. In studying these, we can pick out some features that seem to mark those

which work best:

Dual Classification Ideally, we want to know if a message is spam or it isn’t. Al-
though it can be handy to know the likelihood of the message being spam and
have a whole range of information available about the message, the core prob-
lem of spam classification is a simple yes/no classification. Supervised learning,
where the user can order the system to change if it misclassifies messages, can

help considerably in making this classification good for each user’s needs.

Accuracy There is little point in having a system which is wildly inaccurate. The
biggest danger in spam classification is that real messages might get lost. This is
most likely to occur when the system incorrectly labels a non-spam message as a
spam. This is called a false positive, and it is a problem because it is much easier

to miss one legitimate message among many spams, since users typically don’t
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read all of their spams carefully, however they usually do read their regular mail.
False negatives, where spam messages are incorrectly classified as non-spam, are

much less problematic, although still undesireable.

Adaptability Because spam can be adapted as new versions of filters become avail-
able, it makes sense to have an adaptive system which changes even as spam
changes. Current systems such as blacklists rely on constant updating, often
done by humans. Automated updates could save a lot of human time and make

the whole process faster.

Usability The cost of spam is in more than the hardware required to store and
deliver the extra mails. Users waste significant amounts of time dealing with
spam right now. If a system is easy for the senders and recipients of email, then
it is not necessarily helping them very much. So while an ideal system would
be adaptive, we want to limit the required human participation to the smallest
possible levels. People may be quite interested in spending time tweaking their
filters, but they shouldn’t have to do so for the filter to achieve reasonable

results.

Diversity In order to bring down the profits spammers are making, it would be ideal
if many people were using many different systems. That way, one carefully

tailored message could not make it through many systems.

An ideal system would work differently for every user, making it hard for a
spammer to craft emails which can can beat every instance of that system. If
the spammers have to circumvent a unique spam system for each user they want

to reach, this brings up their costs considerably.

Generalizability While some systems have been successfully built based upon the
idea of recognizing identical spam, some person or machine has to receive the

spam first, report it, and then everyone else must be informed so that they
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know to reject it. This is how spam trap email addresses work and this system
also works fairly well for anti-virus tools. However, it would be even more
convenient if an ideal system could immediately recognize similar messages,
rather than requiring each new variation to be seen before it can be blocked.
By having an associative memory which can recognize items similar to those

seen previously, it should be possible to detect more spam with less work.

Section 2.2 explains how the immune system has some of the qualities we want to

have in a spam detector.

2.2 Immune Systems

An immune system’s main goal is to distinguish between self and potentially danger-
ous non-self elements. In a spam immune system, we want to distinguish legitimate
messages from spam. Like biological pathogens, spam comes in a variety of forms and
some pathogens will only be slight variations (mutations) of others. Self and non-self
can be translated to non-spam and spam.

The immune system also possesses other qualities that make it attractive as a spam
filter model. The systems produced are diverse, meaning that it would be difficult
for a single email to be crafted to penetrate multiple filters. The biological immune
system deals appropriately with pathogens except in the case of exceptional diseases.
(If the immune system were not accurate, the lifespan of the average human would
be much shorter as the system mistakenly attacked important cells or failed to attack
viruses and other dangerous non-self.) Finally, as well as handling known infections,
the immune system can adapt to new things reasonably quickly, and remembers what
it has seen before.

Theories of how the biological immune system works can serve as starting point

for creating computer systems. This section describes some of the components of the
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immune system which have inspired my artificial immune system.

The description here is a simplification of the complex knowledge we have about
immune systems. I have derived knowledge from a number of sources, some of which
relate to immune systems as computer models ([SC01], [Das98], [TBHO03]) and some of
which describe the immune system from a more purely biological standpoint ([WC02],
[Som03], [BSLI6], [Bra04], [Pla84], [RBMO9S]). I have used a reduced immune system
model as a starting point for my spam immune system, so it is only this reduced

model which is described here.

2.2.1 What does the immune system do?

The immune system exists to protect organisms from potentially harmful agents such
as bacteria, viruses, and other foreign life forms and substances. These dangerous
non-self agents are often referred to as pathogens. The immune system accomplishes
this goal by carefully distinguishing the self (parts of the organism protected by this
immune system) from non-self (anything else).

It is this classification of self and non-self that makes the immune system an
appealing model for spam detection, which also requires a classification between the
legitimate messages (the self) and spam (non-self).

As we have seen in the discussion of spam, most commercial-grade solutions use
multiple techniques to achieve higher accuracy. Similarly, the immune system is not
reliant upon a single technique, but instead consists of many layers which all help to

protect the body:

The Skin and Mucous Membranes form the outer layer of defence, a physical

barrier against attack.

Physiological Defences such as high pH or temperature make it harder for pathogens

to survive in the body.
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The Innate Immune System is a non-adaptive system available at birth. Its
quick reaction to potential infections can stop many attacks before they can

get underway, and it also serves to activate the adaptive immune system.

The Adaptive or Acquired Immune System can handle invaders which have
been missed by the innate immune system. It takes longer to mount a re-
sponse the first time something is encountered, but after that can detect the

same thing or similar things very quickly.

All of these layers are quite interesting and may be useful as models for computer

programs, but it is the adaptive immune system that inspired this particular work.

2.2.2 The Adaptive Immune System

The central component to the adaptive immune system is specialized white blood cells
called lymphocytes. These serve to identify anything in your body, and act upon
those things which are not part of self. Rather than attacking everything, the body
uses a system called the Major Histocompatibility Complex (MHC) which marks the
cells of the body as self. Anything not carrying these markings may be attacked by
the immune system [Bra04].

When a cell is infected, the MHC molecules present fragments of surface proteins
on the surface of the cell. These fragments are called antigens. The immune system
checks the antigens using a specialized detector called an antibody. Each lymphocyte
actually has many copies of the same antibody on its surface, and it detects pathogens
when antibodies on the lymphocyte cell surface bind to antigens. This binding does
not have to be perfect: if the antibody and antigen are “close enough” to a perfect
match, binding will still occur, although not as strongly as it would for a perfect
match.

To apply these ideas to spam, we treat spam as a pathogen, and the complete
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message is used as an antigen. The lymphocytes are digital bits of information, and
each one includes a pattern which is used as an antibody. This is described in more

detail in Section 3.1.

2.2.2.1 Creation of Antibodies

Antibodies are constantly being created by the body and each associated lymphocyte
can live for as little as days or as long as years. The body has a library of gene
fragments which represent all the necessary information to create detectors for all
the possible pathogen types. In order to create the repertoire or population of
lymphocytes in the body at any given time, elements from this library are randomly
recombined to produce a diverse population of receptors. As you can see in Figure 2.6

a small set of gene fragments can be used to produce many different results.

Fragment Library Possible Combinations

Q%W

?

J

Figure 2.6: Random recombination of fragments

The creation of digital antibodies for the spam AIS is also done with a library, only
instead of gene fragments, this library contains fragments of text-matching patterns.
These fragments may not be combined completely randomly, since it may be desirable
to bias the production of combinations based upon utility of the fragments during
execution of the algorithm. More information about the creation of digital antibodies

can be found in Section 3.2.1.
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2.2.2.2 Autoimmune reactions

If the antibodies are created through random recombination, how can we be sure that
these antibodies won’t detect self? When antibodies detect self and a reaction occurs,
this is called an autotmmune reaction. These are avoided through a fairly complex
process. There are actually classes of lymphocyte, the B-cells and the T-cells.

B-cells are named for the “Bursa of Fabricius” a lymphoid organ found in birds,
where B-cells are produced. Humans do not have this organ, but it is thought that
the equivalent is found in the bone marrow. [WC02] The B-cells originate and mature
largely in the bone marrow of humans.

T-cells are named for the thymus, which is where they mature (although they
also originate in the bone marrow). The thymus contains many different types of
self-proteins, and as the T-cells mature, those which match self are killed off or are
not selected to reproduce.

Before the body actually mounts any attack, B-cells must detect a cell as being
foreign, and a T-cell must activate the B-cell before any further action is taken. Since
T-cells cannot detect self, this confirms that the B-cell is not mistakenly detecting

self. In this way, the body avoids autoimmune reactions.

2.2.2.3 Detection/Binding

Detection is done through binding, but it should be noted that this binding is not
an exact process. One lymphocyte’s antibodies may bind to many different antigens,
although some will bind more closely than others. The antigens to which a given
antibody will bind must be similar in shape, but do not need to be exactly the same.

Antigens are usually large proteins with fairly complex structures and different
three-dimensional shapes. The antibodies are also three-dimensional shapes which
fit together with the antigens, somewhat like a puzzle. The strength of the binding

depends on how closely the two shapes can match. This is determined not only by
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the actual physical shapes, but also by the charges involved which may attract or
repel different parts of the detector and detectee. A given detector will bind to many

targets, and a given target might have multiple detectors which can match it.

wis

Figure 2.7: Inexact matching of antibodies

This inexact matching can been seen in Figure 2.7, where the same antibody
matches three shapes. The first matching is not very strong, but the next two come
much closer to matching the smooth curve of the antibody.

Although these are only two-dimensional representations, it may help to think of
the antigen as having a shape like a much larger and more familiar item, such as that
of a car. A car is a good analogy because there are many different shapes of cars, and
it’s hard to find truly identical cars, since you have to worry about manufacturing
differences, dirt, dents, and other modifications to the car after it’s been sold. So
rather than matching exactly, we match them in groups: if the car manufacturer
and model are the same, we claim that they’re the same car. More broadly, we look
at classes of car such as “family sedan” or “sports car” and consider those roughly
equivalent for many purposes.

If we were building antibodies for cars, they would probably match at that last
level. One antibody might match many types of compact hatchback cars, for example,

by having a shape similar to that of the “hatch” trunk. This antibody might also
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match other vehicles with similar shape (for example, some small vans might have
similarly-shaped rear ends) and might be unable to detect some cars with alterations
in this area (for example, a large spoiler attached to a hatchback car could stop the
antibody from binding to it). The strength of the binding is determined by how close
the receptor and the thing it’s detecting can get (including attraction of charges as
well as simple geometry), and a threshold level must be reached before the two are
said to bind.

There are approximately 106 different foreign proteins which the immune system
must recognize, yet the repertoire of the immune system contains a much smaller
number of actual receptor types, closer to 10® [SC01]. By doing this approximate
binding, the immune system can use a smaller number of antibodies to detect a large

number of potential pathogens, as long as pathogens have similar shapes.

2.2.2.4 Memory

Since lymphocytes with new antibodies are being created constantly, it seems that
the immune system would be constantly re-learning the same pathogens over and over
again. However, we know that for some diseases, such as chicken pox, most people
are immune for life.

One theory as to how this occurs suggests that there may be special memory
cells which are created once a pathogen has been successfully detected. These are a
special type of long-lived lymphocyte which stays in the body forever, meaning that
these lymphocytes are always available to react to an infection.

Another theory suggests that some pathogens stay in the body as low-level infec-
tions, so new lymphocytes are always being made which detect these pathogens.

Both of these theories are useful when applied to the idea of lymphocytes for
spam. Email viruses and some spam messages contain substantial amounts of identical

material, and you want to be able to recognize identical or similar messages for
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long periods. These periods may not be forever — there’s little benefit in keeping
lymphocytes relating to spams that you won’t see again, such as those for products
related to current events. In spam, there is definitely a level of constant infection,
so by combining the idea of long lived lymphocytes and constant stimulation, we can
develop a system which balances the need to remember with the need to forget. This

is described in greater detail in Section 3.2.4.

2.2.3 Summary

The immune system exists to protect organisms from potentially harmful agents such
as bacteria, viruses, and other foreign life forms and substances. These dangerous
non-self agents are often referred to as pathogens. The immune system accomplishes
this goal by carefully distinguishing the self (parts of the organism protected by this
immune system) from non-self (anything else).

This is done using special detectors called lymphocytes. Although they are created
randomly, they are trained and remember infections so that the organism is protected
from future intrusions as well as past ones.

It is the classification of self and non-self that initially makes the immune system
an appealing model for spam detection, which also requires a classification between
the legitimate messages (the self) and spam (non-self). Section 2.1 described some of
the qualities desired in a good spam filter. The immune system model has many of

those listed:

Dual Classification The immune system distinguishes between self and non-self.

Adaptability The system learns new pathogens as they arrive, and remembers them
so re-infection does not always result in illness. In fact, the organism may never

realize that it has been re-infected.

Usability Organisms don’t generally have to do anything to maintain their immune
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systems beyond things they would do anyhow (rest and eat, for example). A
spam immune system likely cannot have this kind of transparent operation,
since users are not “born” with a clear set of “self” that the system can learn.
However, little input should be required to help the system along if the self and

non-self do not change to rapidly.

Diversity A plague rarely kills all organisms. A cold or other disease rarely strikes all
of those who are exposed to it. Why? Because individuals’ immune systems are
all different: each one has learned different pathogens over time, and each one
has started with slightly different gene fragments from which to build antibodies.

Immune systems are inherently diverse, like the organisms they protect.

Generalizability Because each antibody does not need to match exactly in order to
bind to an antigen, the immune system already has the capacity to generalize.
Each antibody has a whole shape space of similar antigens it can detect. With
this type of associative memory, the immune system recognizes not only exact

matches but also patterns similar to those already seen.

With these qualities in mind, Section 3 explains how a spam immune system can

be designed.



Chapter 3

The Spam AIS

The human immune system distinguishes between self and
Solution type

non-self, so the spam immune system distinguishes between
Technological
a self of legitimate email (non-spam) and a non-self of spam.
Mainly Content

Right from this seed idea, the biological immune system has an
advantage over the digital. The biological self does not change in ways that matter
to the immune system: the surface proteins used to distinguish the self remain the
same over the lifetime of the organism. Unfortunately, the spam immune system
has the same problem found in computer security immune systems [FHS97]: the self
changes over time. As a person meets new friends and business contacts, discusses
current issues, develops new interests, and even learns new languages, the content
and meta-information for the messages that person receives will change.

This does not mean that the immune system model cannot be used for spam
detection, only that the model must be used with some caution. The system must
be able to forget as well as learn things. A healthy person might have no interest in
pharmaceuticals, so any mail containing information about drugs could be dropped.
But if that same person is diagnosed with a severe disease, he or she may start to

have discussions which include words and phrases which formerly indicated spam.

49
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The system must be able to adapt accordingly.

In addition to the changing self, an email classifier has a changing non-self. The
mammalian immune system is built to handle a changing non-self, but by knowing
more about the way in which spam changes, it should be possible to incorporate
that knowledge to train detectors more effectively. It is known that spam is not very
volatile for long periods of time, but can change very rapidly [Sul04], so we need to
be prepared to keep lymphocytes for long periods, but be able to adapt more quickly
when necessary.

This section describes the components of the spam immune system and how they
work together to learn and un-learn messages in order to classify them accurately.
Section 3.1 describes the parts necessary for the system to work: The input messages
(Section 3.1.1), the lymphocytes (Section 3.1.2), and the library used to create the
antibodies (Section 3.1.3). The lifecycle of a digital lymphocyte is described in Sec-
tion 3.2, which explains how the antibodies are created, used, and how they eventually

die.
3.1 Parts of the Spam AIS

The central part of the spam immune system is its detectors. In order to under-
stand how they work, we must first look at what they detect (see Section 3.1.1),
what comprises a detector (see Section 3.1.2), and what is used to create them (see

Section 3.1.3).

3.1.1 Antigen and protein signatures: Email

For the purposes of this system, the entire message is used as the “antigen” or protein
signature for the system to match. This means we use the headers and the body of
the message, including any attachments. The system can thus be trained based on

the source of the message as determined by the headers, or by the contents of the
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message. Spam sites move around to avoid being continually blocked by sites using
blacklisting, so it is expected that the source-related detectors will be shorter-lived
than the content-related detectors. For this reason, the spam AIS is considered to be
a mainly content-based technological filter.

It is not necessary to use the entire message: Results in email classification have
been found using only header information (see Section 2.1.3.7 on Blacklisting for an
example), and other solutions have used reduced versions of messages with reasonable
success [PLI8] [SDHH98|. However, we risk losing important information by discard-
ing parts of the message [Gra02]. It is typically better to use whole messages with
minimal alterations when compiling a corpus of messages [O’B03].

In the biological system, the matching is done upon the pieces presented by MHC
(See Section 2.2.2). Some potential methods for finding a useful subset of the message

data include:

e Using a text summarization tool to produce a shortened version of the email.
This could be a list of keywords or a small abstract. One such tool is described

in [Tur03].
e Converting all HTML to plain-text

e Looking only at a subset of the headers (for example, trying to classify based

upon the subject and the sender data).

e Discarding information in the headers (since this is likely to be less useful in
the long term since spam senders tend to change servers relatively frequently to

avoid blacklisting) and using only data in the body.

e Discarding non-meaningful random words that do not form complete sentences.
These random words are intended to confuse Bayesian filters [Gra03|, and rarely

have anything to do with the aim of the message.
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e Removing common words (such as “the”)

e Reducing words to their roots. Something along these lines was used in [SDHH98].
Some sort of semantic analysis would have to be done to ensure that the roots

were related to the correct meanings.

If there was an established safe way to reduce the message to a useful subset, this
would probably be a good approach. Reducing the size of the message could decrease
the processing time required for such a system. Unfortunate, since experts do not
seem to agree on what minimal information is necessary to detect spam with high
accuracy, it seems safer to use the entire message at this time.

Although it would be possible to interpret attachments such as images in a more
meaningful way, currently the entire message is treated as a text string. This is
still useful, since text-encoded attachments can still contain patterns that might be
recognized by the system. However, even more information can be gleaned by using
a tool which understands a particular attachment. For example, future work might
include doing text recognition on the images and incorporating that additional text
into the antigen, or integrating the immune system with systems that could perform
analysis on other attachments. For example, an anti-virus system could be used to
recognize viral attachments.

While all these ideas are interesting and may represent future work, the current
implementation of the spam immune system uses a very simple representation: raw,
unaltered messages. No interpretation is done before the message is seen by the
system, the whole things is treated as a simple text, and the system does not do

anything special with images or other attachments.

3.1.1.1 The Non-self: Spam

The non-self in the spam immune system is the spam. The definition of spam used is

the practical one described in Section 2.1.1.1, which says that spam is what the user
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defines it to be. Because the system is learning from human input, it simply learns

based upon that human’s choices.

3.1.1.2 The Self: Non-spam

Unlike in a biological immune system, where the lymphocytes themselves are part of
the “self” that needs to be protected, the self and the immune system are separate in
the spam immune system. The self constitutes only non-spam messages sent to the

user, as defined by the user.

3.1.2 The Lymphocytes and their Antibodies: Digital De-

tectors

It should be noted here that when I refer to a digital antibody, 1 refer to the
particular detector. I use the term digital lymphocyte to refer to a set of things:
the digital antibody and associated weight information.

Each digital lymphocyte stores the following;:
e The digital antibody. (See Section 3.1.2.1)

e The weighting information learned for this antibody. (See Section 3.1.2.2)

3.1.2.1 Digital Antibodies

Antibodies in the human immune system do approximate matching, and the spam im-
mune system uses string pattern matching to simulate this. Inspired by the heuristics
used by SpamAssassin, the system can build up moderately complex patterns.
SpamAssassin uses heuristics defined directly by humans. These heuristics de-
scribe common patterns in email. Some of these were described in Section 2.1.3.5.
Pattern matching is used so that a given antibody can be used against more than

one “infection” of spam, just like the biological immune system reuses antibodies not
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only for re-infection but also for similar infections. Using a memory that is associative,
so that the specific emails and the regular expression patterns are associated, allows
for a one-to-many sort of memory. Doing this allows the system to use less memory
than it might otherwise. Even if memory is not an issue, there’s very little point in
matching an entire message exactly with spam, since so many spammers pad their
messages with random text, a practise that has become increasingly common with the
rise of Bayesian spam filters [Gra03]. This padding involves adding unrelated text to a
message so that there will be more tokens available for the Bayesian filter. Since some
Bayesian spam filters use only a certain number of the tokens whose scores are furthest
from 0.5, it would be possible for a well-chosen text to entirely negate the effects of
words that are common to spam. Although random words are a common tactic,
some spammers use actual English texts. Some spams seen by the author contained
a series of quotes from the popular television show The Simpsons, presumably on the
assumption that many people would quote this show to their friends, and thus the
tokens generated from that text would have a low spam score.

In a simple example, a spam message could use the string “enldrge” instead of
“enlarge” to avoid filters checking for that word but not for variants upon it. By
using regular expression antibodies, the system can assign an identical weight to
many possible strings. (These weights are used later to determine a spam score for
each message.) “Enlarge” and “enldrge” and “enlarg3” are all read the same way by
the human recipient of a message, so it makes sense to allow the immune system to
treat them as the same string [OWO03a].

The idea here is similar to the concept of virus “signatures” used by anti-virus
companies. The spam immune system was inspired by work with immune systems for
computer viruses [WSP102], so it helps to think of the system from this perspective.

A virus signature is defined as follows:

A unique string of bits, or the binary pattern, of a virus. The virus
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signature is like a fingerprint in that it can be used to detect and identify
specific viruses. Anti-virus software uses the virus signature to scan for

the presence of malicious code. [vir04]

Viruses have different minor mutations; email viruses in particular often come
with different subject and from headers. But the signature of the virus, a small
subset of the whole virus, is likely to remain the same [Sta99]. The spam immune
system attempts to find patterns that, like signatures, will appear in many different
mutations of spam.

See Section 3.2.1 for a description of how lymphocytes and their antibodies are

created.

3.1.2.2 Weights

Each lymphocyte retains two pieces of weight information:

e spam_matched: the cumulative weighted number of spams matched by this

lymphocyte.

e msg_matched: the cumulative weighted number of messages matched by this

lymphocyte.

Both of these numbers are initialized to zero. When the detector matches a
message, msg_-matched is incremented, usually by 1. If that message is known to
be spam, spam_matched is also incremented. These numbers vary depending upon
whether the message is looked at during training, regular operation, or re-training

because an erroneous classification was made:

Training During initial training, the messages seen by the system have already been
classified, so spam_matched is incremented by 1 if the message in question is

spam, and 0 if it is legitimate mail.
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The system may also be trained on messages that have been classified by another
system. In this case, the numbers used are set by the user and indicate the
likelihood that the classification is correct. For example, if system A classified
a spam message and system A has a 10% chance of being wrong, you might
increment spam_matched by 0.9 instead of by 1. Similarly, if the message was
classified by system A as non-spam, then you would increment spam_matched

by 0.1 instead of 0.

Regular Operation During regular operation, nothing is known about each mes-
sage that comes in except what the system determines itself, so spam_matched

is incremented by the score determined by the system.

If more is known about the probability that an unknown message is spam, this
information could be factored in, but since the work with Bayesian systems
implies that such information is not necessary to achieve reasonable results

[Gra02], it is not considered necessary for the spam immune system.

It would also be possible to use Shafer-Dempster theory to allocate these values,

but this is not done with the current system.

Re-training If we are re-training the system, then it has made a mis-classification,
and was trained upon the basis of that mis-classification. Thus, we need to com-
pensate for that mis-training as well as adding a new training value. Retraining
is equivalent to repeated regular training, except that to retrain you must know
the value originally assigned to the mis-trained lymphocytes, so that it can be
changed to the value used for spam or non-spam as indicated by the user. The
weight assigned to a retraining is the number of regular trainings to which it is

equivalent.

Testing mode There is also a special testing mode where neither msg_matched nor

spam_matched is updated.
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Section 3.2.3 explains in more detail how the weights are updated over the lifespan

of the lymphocyte.

3.1.3 The Library

The gene library contains partial patterns used to build the full patterns used in
lymphocytes. The partial patterns, in this case, are small patterns which can be
combined with other small patterns to create a larger one, or can stand alone as
complete patterns by themselves if necessary. For the spam immune system, we
chose to use small patterns which represented heuristics used for finding spam or for
finding non-spam, but this was not the only reasonable choice.

There is one primary aim in building the library: it should produce lymphocytes
which actually detect messages (spam or non-spam). Lymphocytes which do not
ever match any messages are not useful to the system, since they cannot learn and
contribute to the decision as to whether a message is spam or not spam. A “useful”
lymphocyte is one which has matched at least one message and has a msg_matched
value that is larger than zero. Any lymphocyte which has a msg_-matched value of
zero does not contribute to any message scores.

The secondary aim is that the library produce such matching lymphocytes with
a high frequency. Again, the more lymphocytes which match a message, the more
likely it is that some of them will make a noticeable distinction between spam and
non-spam, making the classification better. By having fewer “useless” lymphocytes,
we are wasting less processing time and memory. Note that useless is in quotes
here: a lymphocyte which matches nothing for a long time may at any point become
useful if the right messages start to come in to the system, so it’s unfair to discount
them entirely. The lifetime of the lymphocyte is important, and the lifespan of each
lymphocyte is altered depending upon the number of times the associated antibody

matches a message.
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Ideally, we want to produce many lymphocytes which do match and few which
remain unused. Several different libraries were tested in the development of this

system.

3.1.3.1 All possible characters

It would be possible to use a library which contained every possible character in
email. If such a library were used, it would be necessary to train a very large number
of lymphocytes, since most of the lymphocytes created as random character strings
would not match very many messages. For example, consider the string “kqpcrmd”
versus the string “this is” — those two strings are equally likely to occur given a random
selection process, yet the latter is much more likely to match an email. However, the
number of random strings which form actual words is much lower than the number
of random strings which don’t.

Although it would be possible to use this very general library and train the lym-
phocytes it could produce, a very high number of lymphocytes would need to be
created in order for there to be enough that match. Fortunately, some information
about the structure of email is known in advance, and this can be used to reduce
the number of lymphocytes that need to be generated. For example, we know that
most emails (spam and non-spam) contain actual words, not just random character
strings. The next libraries use this information to reduce the number of lymphocytes

which need to be generated.

3.1.3.2 A dictionary of English words

For the personal email of an English speaker, most of the messages he or she receives
will likely be in English. As such, the first library attempted was a list of Ameri-
can English words, taken from version 5-4 of the Debian package wamerican. This

dictionary contains 96274 words.
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The library of English words was attempted because most of the corpus of email
being trained is English; the library would not have extended well to non-English

messages. Results from this library can be found in Section 4.2.4.

3.1.3.3 Bayesian-style tokens

Another library used Bayesian-style tokens. The SpamBayes Bayesian-style tokenizer
was used to parse a training set of emails into tokens, which were then used as the
gene library. The Bayesian tokenizer divides a mail up into separate components,
usually individual words. This was described further in Section 2.1.3.11.

The SpamBayes [spa04a] tokenizer was used to produce a set of tokens from the
training set of messages. Their implementation is based upon the work of Paul Gra-
ham [Gra02], but includes many additions not found in his work [spa04a]. Each
modification was tested and has to be shown to make a noticeable increase in classi-

fication accuracy before it was incorporated into the SpamBayes code [spa04b].

3.1.3.4 Heuristics

The library which gained the best results is a library of heuristics. Using full libraries
of words wasted valuable knowledge that was available about spam and non-spam
messages. For example, although both messages contain common words like “the”
the presence or absence of such common words tells us little about the likelihood of
the message being spam. By concentrating on words and phrases which are more
likely to indicate a classification for the message, the system produces more “useful”
detectors and can achieve results with a much smaller set of detectors.

The heuristic library is much smaller than its counterparts. The heuristics used are
drawn from SpamAssassin [sa-04d], information about the training results of Bayes
classifiers [Gra02] [Gra03], as well as directly from examination of spam. They may

have been created by humans based on empirical evidence or created by machines
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(for example, the Bayes results are machine-generated). Some potential heuristics

include:

e Does the message claim that you can unsubscribe from the list by replying with

the word “remove” in the subject line?
e Does the string “NO QUESTIONS ASKED” appear anywhere in the message?
e Does the message claim that it is not spam?

e Does this message claim that the product has been seen on well-known news

source such a large TV network?

For that last example (the message claims that the product has been seen on

well-known news source) the heuristic is as follows:

seen on\b\s*(7:T\.?V\.?|ABC|NBC|CBS|CNN|Oprah|USA Today|48 Hours|

New York Times|\w+\s+T\.7?V\.?7]|:)

Although the actual heuristic does not have a line-break in it. This particular
heuristic was taken directly from SpamAssassin 2.64 [sa-04d).

This heuristic pattern would match the following phrases:

seen on TV

e seen on T.V.

e secen on New York Times

® Seell on:

e secen on CBS

e secen on CBS
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And many other variations.
Figure 3.1 shows 20 of the gene fragments which can be found in the complete
heuristic library. These are all partial regular expressions, although some contain no

meta-characters.

reply.{1,15}remove.{1,15}subject

££0000

\<BODY . *bgcolor="#7["f]

LOSE WEIGHT

100% GUARANTEED

\bno (?7:cost|charge)\b

Dear [A-Za-z0-9_-]1+\@

subject to credit approval
\b(7:boost|increase|grow|larger|bigger|higher) (?7:trafficl|sales)\b
e-*mail marketing

you (7:do not|no longer) wish to receive
javascript:

This.{0,30}is not (7:a )7spam

\b(?7:college|university)\s+diplomas

You won’?t be diss?app?ointed

(7:100%| completely|totally|all) natural
(7:toner|ink(?7: [-\s]*jet)?|fax|copier) [-\s]+cartridge
(7:\$1US\$|usd?) .?\d{2,3}(7:\.\d)7.7(?:m|millions?)
FrontPage.Editor

Figure 3.1: Sample gene fragments from the heuristic library

Using a smaller library has advantages for speed, but there are also drawbacks.
One of the most significant problems for learning occurs when a message is found
that no detector matches. With a library that is not utterly comprehensive, it may

be possible that no gene combination could even produce such a detector.

3.1.3.5 Other Libraries

Although most of the work with the spam immune system has been done using a

heuristic library, this is not the only possibility.
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For example, it would be possible to use multiple libraries at once. The human
immune system already selects from three distinct categories to build its detectors
[Pla84]. The heuristic library already combines information from many sources, but
if there were specific libraries whose gene fragments work better together, it would
be possible to generate some lymphocytes from one library, some lymphocytes from
another library, and so on. If one library is found to produce few useful lymphocytes,
it could be removed from the set of libraries in use, or the number of lymphocytes
created with it could be reduced.

This multiple-libraries approach still uses static libraries, but another interesting
idea involves making the library more adaptive. Although this is not normally done
with an artificial immune system, this may be a way to compensate for the incomplete
library being used. The static heuristic library, for example, is based upon knowledge
of previous spam messages, and it would be convenient if we could also use the most
recent data available by creating detectors from the messages seen by the immune
system while it is running. It would also potentially be interesting to incorporate
feedback about the utility of the detectors so that the utility of particular gene frag-
ments could be known and the random recombination process biased to use the most
useful fragments most frequently. Adaptive libraries are a potential future direction
for this research and have not been attempted in the current implementation.

Extending the idea of using Bayes tokens, it would be possible to run the system
with a Bayes tokenizer adding new information to the library. A list of Bayes tokens
could be kept and then the most recent list of tokens would be used as the library
when new lymphocytes are created.

The problem with this idea, as with the static library of Bayes tokens, is that the
library could be so large that the chances of producing a useful lymphocyte through
random recombination is fairly low. The chances could be increased by using the

Bayes scores as weights so the heavier-weighted Bayes tokens would be more likely to
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be selected.

It would also be reasonable to use a tool which produces fewer gene fragments than
a Bayesian tokenizer. The keyword extraction algorithm by Peter Turney [Tur03], for
example, could be used to produce a list of keywords or keyphrases from each training
mail. These keywords or phrases approximately correspond to the most important
parts of the message, such as the name of the product or products being sold, or
key features of said products. These core parts are more likely to appear in other
messages, since spam is frequently selling the same or similar items.

These libraries have not yet been fully explored. The only three libraries which
have been attempted are the English library described in Section 3.1.3.2, the Bayesian
token library described in Section 3.1.3.3, and the heuristic library described in Sec-

tion 3.1.3.4. The results from these libraries is described in Section 4.2.4.

3.2 Lifecycle

The lifecycle of a digital lymphocyte starts when the lymphocyte is created. This is
described in Section 3.2.1.

Once the lymphocyte is created, it can be used to match messages. This process
is described in Section 3.2.3.

After some time has passed (this time interval is chosen by the user), the lym-
phocyte is aged and potentially expired. The amount of time is a parameter of the
system, defined by the user. The idea is to give the lymphocytes a chance to match
and be assigned a weight, but not so much time that the system is wasting time on
lymphocytes that do not match any messages. Thus, this time interval will depend
upon the number of messages that the user receives every day. Although it is prob-
ably easiest to keep this value static, it could be reduced in times when the system

has to learn more quickly because it has been making mistakes, or lengthened when
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the system is doing well.
Section 3.2.4 describes the ageing process and the procedure involved when a
lymphocyte dies.

This lifecycle is described more precisely in Algorithm 1.

Algorithm 1 Spam Immune System

Require: update_interval < a time interval after which the system will age. {chosen
by user} {e.g. 10 days from now}

repertoire <= ¢ {Initialize repertoire (list) of lymphocytes to be empty}
update_time < currenttime + update_interval {time of next lymphocyte update}

Generate lymphocytes (See Algorithm 2)
Do initial training (See Algorithm 3)
while Immune System is running do
if message is received then
Apply lymphocytes (See Algorithm 4)
end if
if current time > update_time then
Cull lymphocytes (See Algorithm 5)
Generate lymphocytes to replace those lost by culling (See Algorithm 2)
update_time < currenttime + update_interval {t}ime of next lymphocyte
update
end if
end while

The life cycle of an individual digital lymphocyte is represented graphically in
Figure 3.2

Gene Library

Y
Random Spam Mthhlng Too 01d? Decrement Below Lymphocyte
1 1 ‘ : ) ndg4 "
Combination Lymphocytes | Weight Upating Weight Threshold? dies
L Il IL ]
Generation Application Culling N/

Figure 3.2: The life cycle of a digital lymphocyte.

When the system starts, it needs to initialize the repertoire, the list of available
antibodies. It also needs to determine the time of the next update based upon the

interval provided by the user. This update_time determines how frequently culling will
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occur and new lymphocytes will be created. The best choice of update_interval will
depend upon the volume of email received by the user as well as the user’s personal
preference for the system. This value is related to the rate at which spam and regular
email is changing. It might be interesting future work to define this parameter using a
genetic algorithm, but currently it is a static value. We want to give the lymphocytes
a chance to be trained and keep them as long as they can be useful, but we don’t
want old lymphocytes to stick around the system when they are no longer being used
or have become incorrect.

Next, the system generates the lymphocytes (See Section 3.2.1) and does initial
training of these lymphocytes (See Section 3.2.2).

Once training is over, the system waits for messages. Each time a new message
is received, the lymphocytes are applied to it (See Section 3.2.3) and it is assigned a
score based upon the lymphocytes. This score determines whether each message is
spam or non-spam.

Most of the time, the system does nothing while it is waiting for a new message.
In fact, the process may just be invoked when a new mail arrives rather than taking
up space in memory.

When the update_time passes, the system “ages” the lymphocytes, culling those
that aren’t fit enough to survive (See Section 3.2.4). New lymphocytes are generated
(See Section 3.2.1) to replace those which die. Finally, a new update_time is set based,
again, upon the interval (update_interval) provided by the user. The system then

goes back into its waiting state until a new message arrives.

3.2.1 Creation of Lymphocytes and their Antibodies

As described in Section 3.1.2, a lymphocyte contains weighting information and an
antibody. The weighting information is simply initialized to zero, but the antibody

must be created from a gene library such as those described in Section 3.1.3.
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The antibodies are created completely randomly for simplicity. As described in
Algorithm 2, each antibody starts with a gene fragment randomly chosen from the
library. A random number between 0 and 1 is generated from a uniform distribution,
and if that number is smaller than the probability for appending to occur, then
another randomly chosen gene fragment is appended to the antibody. It continues
to grow in this manner until the random number generated is larger than or equal
to the probability of appending. Between each gene fragment a wildcard (a pattern

which matches 0 or more characters, in this case) is placed.

Algorithm 2 Generation of lymphocytes

Require: library < a gene fragment library (cannot be empty)
Require: repertoire <= the list of existing lymphocytes (may be empty)
Require: p_appending < the probability of appending to antibody {chosen by user}

while repertoire is smaller than the required size do
lymphocyte <= a new empty memory structure with space for an antibody, and
the numbers msg_matched and spam_matched
antibody < ' {An empty string to start the new antibody being created. This
will be a regular expression made up of genes and wildcards.}

lymphocyte.msg_matched <= 0
lymphocyte.spam_matched <= 0
repeat
antibody < randomly chosen gene fragment from library
x <= randomly chosen number between 0 and 1 {uniform distribution}
while © < p_appending do
newgene < new randomly chosen gene fragment from library
antibody < concatenate antibody, an expression that matches 0 or more
characters, and newgene
x <= new randomly chosen number between 0 and 1 {uniform distribution}
end while
until an antibody is created that does not not match any in the repertoire

lymphocyte.antibody < antibody
Add lymphocyte to repertoire of lymphocytes
end while

The system must start with a gene fragment library (as discussed in Section 3.1.3)

and the repertoire (a list of existing lymphocytes, which may be an empty list). In ad-
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dition, it needs a probability of appending to a new antibody. This value, p_appending
is chosen by the user. Generally, a value of 0.5 is reasonable — this means that there
is a 50-50 chance that the antibody will get longer with each step — but other values
can be tried to encourage formation of longer or shorter antibodies. The optimal
value for this will depend upon the library being used. A simpler library such as one
which contains individual characters will probably generate more useful lymphocytes
if p_appending is higher. There is no maximum antibody length, although the chances
of producing longer antibodies is lower than that of producing shorter antibodies.

The random recombination algorithm can be biased so that the random selection
is weighted and some fragments have a higher chance of being selected than others.
In this manner, production of combinations could be biased based upon the utility of
the fragments, should some information about the fragments be known. This is not
currently used and tested with this implementation of the spam immune system, but
could be a useful extension for future use.

From there, the system creates new lymphocytes until the repertoire is filled.
First, the msg_matched and spam_matched values are initialized to zero. Then, the
antibody is created.

The creation of the antibody starts with the choice of a random gene fragment
from the library. A random number is generated, and if it is less than p_appending,
another gene fragment is chosen and appended to the antibody with a separator
between the two fragments. This appending process is repeated until the random
number generated is more than p_appending

This process may be clearer with an example. Suppose that our library consists

of only three gene fragments:

library = {A, B,C}

And the probability of appending is 0.7 or 70%.
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p_appending = 0.7

One of the gene fragments is randomly chosen to be the first gene fragment in the

antibody. Suppose that the one chosen is B.

antibody = B

A random number is generated from a uniform distribution between 0 and 1. On
this first round, the number is 0.3. This is smaller than p_appending so another gene

fragment is added to the antibody, along with a wildcard (.x) to separate the two:

antibody = B. x A

Another random number is generated from the uniform distribution between 0 and
1. In this second round, the number is 0.62 so another gene fragment and wildcard

are added:

antibody = B.x A. x A

There is no problem with the same gene fragment appearing multiple times in the
final antibody. Another random number is generated, but this time the number is
0.87 so the antibody is now finished and its associated lymphocyte will be added to
the repertoire of the immune system.

The random selection of gene fragments from the library is such that each gene
fragment has an equal chance of being selected each time, but this selection process
could be altered should there be a good reason to favour some gene fragments over
others. For example, it may be found that a given gene fragment does not occur

in lymphocytes that match, in which case we may want to reduce the number of
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lymphocytes made using that fragment. To do this, the library must include a number
giving the relative weight of each gene fragment, and the selection process would be
biased to use this. This is a potential future direction for the system, but has not yet
been implemented. At the moment, all genes are equally weighted.

Finally, it should be noted that the repertoire of the immune system does not
contain duplicates. These were allowed in earlier versions of this system, but it was
concluded that doing so required the system to waste processing time applying the

same antibody to a message multiple times.

3.2.1.1 Regular Expressions

In order to simulate the inexect matching of the biological immune system, the spam
immune system uses antibodies composed of regular expressions. They can be com-
plex or very simple. The simplest regular expression (regex) is a string of characters.

A regex consisting of a word matches any string that contains that word.

Regex | Sample Matching Strings

Zzuf | Zzuf
(Zzuf)
What is Zzuf?

There are some characters, called meta-characters which are reserved for special

use in a regular expression. These characters are as follows:

{30078 [x+2\

Any of these can be matched by “escaping” the characters with a backslash:

Regex | Sample Matching Strings

\+ | +
2+2=4
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There are two of these characters which are mentioned in the previous section.

The “.” means “match any single character.”
Regex | Sample Matching Strings
d.g | dog
big dig
dg

The “*” means “match zero or more of the previous item.” An item may be a
single character, a meta-character, or a grouping created using the meta-characters.

(“One or more” is designated by “+7)

Regex | Sample Matching Strings || Regex | Sample Matching Strings
ta*r | tar (one a) d.*g | dog
taardvark (two a’s) drought
tricycle (no a’s) dg

As explained in the previous section, when the two characters are combined to
create “.*”7 they can match 0 or more of any characters. By itself, “.*” can match
any possible string, including the one containing no characters.

While a regex containing only normal characters can match any message which
has that sequence of characters in it in exactly the sequence written, each regex
containing meta-characters can match a number of different strings with variations
within the pattern described. The regex “a” matches anything with an a in it, but
the regex “.” matches any message with any character in it, which would be all strings
other 7, the string with no characters in it.

The other meta-characters allow for more complex groupings, such as ”"any digit”

or "between two and four letters from the set {a, b, ¢}”. For more information on

how regular expressions work, see [Kva0Oal, [per00] [Kva0OOb], and [Fri02].
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3.2.2 Training of Lymphocytes

Algorithm 3 describes the training phase of the algorithm. A training phase should
be run before the immune system is used on actual email, since without this training
phase the system will be unable to distinguish spam and non-spam. To do training, it
is necessary to compile a set of pre-classified messages. In initial training, these should
be human-classified or a human-verified classification — the more accurately classified
these training messages are, the more accurate the trained immune system will be.
However, it is also possible to use machine-classified messages if more data is needed.
In this case, the accuracy of each classification may not be 100%, so the training

algorithm can weight these trainings differently to reflect this lack of accuracy.

Algorithm 3 Training of lymphocytes

Require: repertoire < the list of lymphocytes (cannot be an empty list)
Require: message <= a message which has been marked as spam or non-spam

if the message is user-determined spam then
spam_increment <= 1
else if the message is user-determined non-spam then
spam_increment <= 0
else
spam_ncrement < a number between 0 and 1 indicating how likely the message
is to be spam {Chosen by user}
end if

for each lymphocyte in the repertoire do
if lymphocyte.antibody matches the message then
lymphocyte.msg_-matched < lymphocyte.msg_-matched + 1
lymphocyte.spam_matched <= lymphocyte.spam_matched + spam_increment
end if
end for

In the initial training phase, all the training messages have already been identified
as spam or non-spam. For each message that matches a given antibody, the associated
lymphocyte’s msg_matched score is incremented by one. If the message is known

spam, then the lymphocyte’s spam_matched score is also incremented by one.
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Since it is possible to train using messages which were not classified by the user, we
may want to indicate to the system that these messages are not necessarily classified
correctly. In that case, the spam_increment used indicates the confidence the user
has in the classification: If the user has a system which has a 5% failure rate, a
message classified as spam by that system could be trained using an increment of
0.95, and a message classified as non-spam by that system would be incremented by
0.05.

Re-training is very similar to regular training, but uses higher increment values

to compensate for the original mis-training.

3.2.3 Application and weighting of lymphocytes

The two numbers spam_matched and msg_matched can be used to give a weighted
percentage of the time an antibody detects spam. The field msg_matched gives an
indication of how often this antibody has been used, which helps determine how
important it should be in the final weighting. An antibody that matches with a rate
of 100% over a sample of 2 messages is probably not as useful as one that matches
with accuracy 80% over a sample of 1000 messages.

Earlier weighting schemes for the spam immune system used a slightly differently
weighted version of the spam_matched value to create a final score for the message:
The spam_matched value was incremented or decremented depending upon the clas-
sification of the message being trained, and the values were sometimes in excess of
1 or -1. Specifically, it used the same algorithm eliminating the msg_matched value
and incrementing the spam_matched value by 5 for known spam and -5 for known
non-spam during initial training, 1 and -1 during operation of the AIS, and 10 and
-10 for false positives and negatives during retraining [OWO03a]. The final score used,
a straight sum is simply a sum of the spam_matched values from all matching

lymphocytes. This can be seen in Equation 3.1.
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Straight sum = > spam_matched (3.1)

matching lymphocytes
This is equivalent to the scoring system used in [OW03a]. The problem with this
scheme was that one highly weighted lymphocyte could easily overpower the sum for
long periods of time, even if the lymphocyte was no longer matching much spam. A
variant which helps to solve this problem is a wetghted average, which is the sum
of the spam_matched values from all matching lymphocytes divided by the sum of
all the msg_matched values from all matching lymphocytes. This can been seen in

Equation 3.2.

Zmatching lymphocytes Spam*matChed

Zmatching lymphocytes msg*matChed

Weighted average = (3.2)

This is the weighting scheme described in [OWO03b]. This weighted average allows
lymphocytes that have matched more often to have more effect on the final score than
those that only match occasionally. It is also worth noting that the weighted sum has
bounded results (all results are between 0 and 1, inclusive). Because the results are
bounded, a single entity cannot dominate or skew the results as easily it could when
using the unbounded straight sum.

It is also possible to use a Bayesian weighting scheme, using these msg_matched
and spam_matched values. This would be as shown in Equation 3.3. The Bayes score

is also bounded. More about Bayesian scoring can be found in Section 2.1.3.11

H spam_matched
matching lymphocytes “msg_matched

spam_matched + H 1 — spam_matched
matching lymphocytes msg_matched matching lymphocytes msg_matched

(3.3)

Bayes score =

The algorithm finally selected for use with this system can be seen in Algorithm 4.

This algorithm requires an existing repertoire of antibodies and a message which
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Algorithm 4 Application of antibodies with dynamically updated weights

Require: repertoire <= the list of antibodies (cannot be an empty list)

Require: message < a message to be marked

Require: threshold < a cutoff point valued between 0 and 1 inclusive; anything
with a higher score than this is spam {chosen by user}

Require: increment < increment used to update lymphocytes
Or...

Require: confidence < a value between 0 and 1 inclusive, depending upon the
user’s confidence in the system. {chosen by user}

total_spam_matched < 0 {initialize # of spams matched to 0}
total_msg_matched <= 0 {initialize # of messages matched to 0}
matching_lymphocytes < ¢ {Initialize empty list of matching lymphocytes}

for each lymphocyte in the repertoire do
if lymphocyte.antibody matches message then
total _spam_matched < total_spam_matched + lymphocyte.spam_matched
total_msg_-matched < total_msg_-matched + lymphocyte.msg_matched
lymphocyte.msg_matched < lymphocyte.msg-matched + 1 {increment the #
of messages matched by this antibody}
add lymphocyte to matching_lymphocytes
end if
end for
score <= tfjfalffl ‘gﬁﬁ”@‘ﬁiﬂ {Determine the score using a weighted sum}
if score < threshold then
Message is spam
for each lymphocyte in matching_lymphocytes do
if con fidence is set then
increment <= con fidence * score
else
{incrementhasbeensuppliedbytheuser}
end if
lymphocyte.spam_matched < lymphocyte.spam_matched + increment
end for
else
Message is not spam
end if
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is to be assigned a score.

The increment can be chosen directly by the user, or a confidence value can be used
and is used to update lymphocytes automatically. The confidence value represents
the likelihood that a message is spam given that the system thinks it is spam. A
neutral response would be 0.5 (meaning that the user doesn’t think it’s more likely
either way), and a affirmative response would be 1 (the user thinks that anything
tagged by the system is guaranteed spam). There is little use for a response of 0
(meaning that the user is sure that the message is non-spam if the system thinks it
is spam) during regular learning, but it is allowed for re-training purposes.

For current tests, the confidence value is always set to 1, meaning that the user
believes that the system has correctly classified the messages, but this value could be

used for fine tuning in future work.

3.2.3.1 But what if none of the antibodies match?

If none of the antibodies match, the straight sum and weighted average scores would
both be 0. This isn’t necessarily bad: if the message is non-spam, a low score is
simply an indicator that the message is non-spam, so a score of 0 is not a problem.

However, if the message is spam, this is a problem, since the system is not able
to learn anything about this message. This is an indication that the repertoire of the
spam immune system does not cover the area of interest. This may occur when the
library used does not does not contain enough information, or that the information
contained therein is not useful for covering the area of interest. It may also occur
when not enough lymphocytes have been produced. Because of the stochastic nature
of the system, this may also happen through random chance even if there are sufficient
numbers of lymphocytes and a good library.

Currently, this case is not handled by the spam immune system — the system

simply does not learn. However, there are potential ways in which this could be
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handled:

Ideally, we would like to learn more from messages that have been mis-classified, so
it is a problem if no antibodies match. In the biological immune system, it is generally
possible to find an antibody which is sufficiently close and mutate from there to find
an antibody which has a closer match, although this may take considerable time (and
during this time, the host feels sick). This process, called hypermutation, happens
regularly in the biological immune system. When a B-cell is activated by the system,
it undergoes hypermutation. But because this process is CPU-intensive, it is not done
in the basic spam immune system.

However, in order to allow the system to learn from unmatched messages, it would
be valuable to have some sort of hypermutation process. This idea is somewhat linked
to Danger Theory [SFT03|, which suggests that T-cells must be activated through
alarm signals from damaged tissues. In this case, a special process is being activated
through an alarm signal from the user, indicating that an incorrect classification has
been made. There are existing methods for mutation of regular expressions such as
those used in the spam immune system, and it may be possible to incorporate these

methods into future implementations of the system.

3.2.4 Culling of antibodies: Ageing and Death

To cope with the fact that both the self of legitimate messages and the non-self of
spam change constantly, the spam immune system needs to be able to unlearn as
well as learn things. Forgetting can be useful in a system with limited resources
[Str93]. The memory of the spam immune system is a hybrid of the two memory
models described for the human immune system. (See Section 2.2.2.4). In this case,
longer lived “memory cell” lymphocytes exist in the system, but it is reinfection that
determines the lifespan of these longer-lived lymphocytes.

Each lymphocyte stores the information about the weighted number of messages
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and spam messages it matches. Periodically (perhaps once per month), the system
looks at all the lymphocytes and culls those that haven’t been used as much recently,
although those that have matched many in the past still have an advantage. For
the spam immune system, the system goes through this cycle once per month, since
it for long periods of time, spam changes very little, but it does occasionally have
periods of rapid change [Sul04]. If the user feels that the system is not adapting
quickly enough and accuracy is falling below expectations, he or she could force a
retraining and culling cycle more frequently in order to speed the process of learning
and forgetting. User controlled culling cycles can help the system adapt in periods of
rapid change in either spam, legitimate mail, or both, but they have not been tested
with this implementation of the spam immune system, since the spam corpus used is
not known to exhibit rapid change.

Lymphocytes also "age” during this culling process. The two values spam_matched
and msg_matched are decreased by a percentage (so that the ratio between the two
stays the same). Eventually, if the lymphocyte does not match new messages, the
value of msg_matched will become small enough that the lymphocyte will be culled.

In this way, any lymphocyte which matches many messages can potentially become
a "memory cell” and in order to stay as a memory cell, the system must experience

"re-infection” of similar spam messages.

3.3 Layering revisited

As seen in Section 2.2.1, the biological immune system has many layers which helps
it to achieve impressive accuracy. Similarly, many anti-spam products use multiple
methods together in order to improve their classification results.

Figure 3.3 (an extension of Figure 2.2) shows how the spam immune system fits

in to the process of handling email.
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Algorithm 5 Culling of antibodies: ageing and death

Require: matched_threshold < any lymphocyte with a msg-matched value below
this threshold will be killed {chosen by user}

Require: decrement < amount by which to decrement ageing antibodies {chosen
by user}

for each lymphocyte in the repertoire (list of all lymphocytes) do
lymphocyte.spam_matched <
lfy%%;g;:;ggﬁﬁ;ﬁﬁzd * (lymphocyte.msg_matched — decrement)
{the ratio between the two weights stays the same as it was before the ageing}
lymphocyte.msg_matched < lymphocyte.msg_-matched — decrement
if lymphocyte.msg_-matched < threshold then
remove antibody from data store

end if
end for

This system could also work with other layers in order to achieve higher accuracy.
For example, one might choose to use Blacklisting (described in Section 2.1.3.7) as a
layer that goes before the spam immune system. Thus, some spam messages would
be blacklisted and removed from the queue before they reach the spam immune sys-
tem. The system should be able to work with any solution at another level, with
varying degrees of integration, and may also work with solutions at the same level.
For example, weighted tokens of a Bayesian system could be used to generate new
lymphocytes. The system could also use messages which have been classified by other

systems as messages for training. Section 3.2.2 describes how this would be done.

3.4 Comparing the Spam Immune System to other
artificial immune systems

This application of the artificial immune system has elements in common with several
other applications. It can be considered as a two-class version of a text classifier, where
the categories are spam and non-spam. Similar to anomoly detection systems, it looks

for the “anomalous” spam among the legitimate mail. The spam immune system is
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Figure 3.3: How the spam immune system fits in with other solutions

also a simplistic pattern recognition system, recognizing the patterns of spam and
non-spam mail, as well as a learning system. (These general categories of immune

systems are drawn from [dCZ00])

3.5 Summary

The spam immune system works as follows:

First a library of appropriate gene fragments must be collected. Then a collection
of email that is already classified as spam or non-spam should be assembled for
training. Lymphocytes are generated and initially trained using these two things.

Once the system is running normally, lymphocytes learn continually as new emails
come in and are assigned a spam score by the system. Periodically, the lymphocytes
are culled and aged, and new lymphocytes are created to replace those lost.

In this way, while the system is distinguishing self and non-self, it can also both
learn and un-learn information, adapting to the changing nature of email.

The next chapter demonstrates the function of this spam immune system.



Chapter 4

Testing the Spam Immune System

4.1 Test Setup

This section describes the libraries and parameters used in the testing of the spam

immune system.

4.1.1 Spam Corpuses

In order to test and train the classifier, it is necessary to have a corpus of email. Many
people use their own personal email for training classifiers, since it’s easily available,
is usually already sorted by the individual, and it likely contains the characteristics
that the user would like a classifier to learn. This is great when the aim is to show
”it works for me,” but to give more broad-ranging evidence that a system will work,
there are other characteristics that should be kept in mind when choosing a corpus.

The ideal corpus of email...

e ...should be publicly available.

This makes it easier for others to verify results by testing the filter against the
same corpus. Many people use their own email to test and train classifiers, since

the idea is to use the classifier on personal mail, however this makes it difficult
80
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for others to repeat the experiment, as each individual’s mail may have different

characteristics.

...must contain spam and non-spam.

It is easy to get spam, especially given the existence of sites such as Spam
Archive [spa03b]. People are quite willing to donate spam, since it doesn’t
generally contain any personal information. It is harder to obtain non-spam
from people, since it would require additional sorting and a willingness to share

personal email with the world.

...must be sorted.

This is necessary because it makes it easier for results to be duplicated when

there is an existing consensus upon the classification of each message.

. should have been gathered by one email address or several email addresses

that got both spam and non-spam.

Some spam senders attempt to have targeted lists: It is possible to buy lists
that claim to be targeted. Even if targeting is not very successful, not every list
contains every email address, so we can assume that spam actually does vary
from person to person, and it may vary in a meaningful way. Using mail from
a single source or small number of sources means that the legitimate mail is
likely to exhibit more common characteristics, and it’s possible that the spam
will also have more common characteristics. In theory, commonalities in one or

both classifications will make the messages easier to classify.

There are also two interesting points to keep in mind here: using email from one
source will mean that the results are more likely to be similar for other single
sources. However, using email from multiple sources shows that the classifier

may not need these additional common characteristics to make a determination,
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which means the classifier could probably be run without separate databases

for each user.

e ... should be as recent as possible.

Over time, techniques used by spammers have changed. For example, the rise
of HTML-aware email clients has made HTML significantly more popular in
spam, and the increased use of Bayesian filters has inspired more spam with
random words and texts included. Since there’s little benefit to being able to
filter the spam of the past — we want to be able to filter current and future spam

— it seems most logical to use a recent corpus for testing and training.

Having the most recent corpus is not necessarily essential to ensure relevance.
Sullivan found that spam does undergo rapid changes, but may remain stable
for long periods of time [Sul04], so as long as the corpus doesn’t encompass a

drastic change, it may continue to be relevant for months or years.

e ... must be altered as little as possible.

The full headers of email contain useful information about the sender of the
message. It has been shown that using header information increases the accu-
racy of a Bayesian filter [0’B03]. Since the messages are to be found in a public
corpus, it us understandable that headers may be edited somewhat for privacy,
but ideally the message should be as unadulterated as possible. Older spam
corpora such as LING-SPAM [SDHH98| removed a lot of potentially valuable

header information.

4.1.1.1 SpamAssassin Public Corpus

The SpamAssassin public corpus of email [Spa03d] meets many of these criteria,
although not all of them. It is indeed publicly available, and contains sorted spam

and non-spam. Unfortunately, the messages are not from limited sources, so sorting
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this corpus is more like sorting all mail for an Internet Services Provider than it
is like sorting mail for an individual. This is quite a bit more difficult, and the
filter is not expected to achieve the same accuracy as a result. The corpus contains
mostly messages from 2002 is relatively recent, but not as up-to-date as possible. The
messages are, however, relatively unaltered. Only some anonymizing was done and

the headers are mostly available. This information is summarized in Table 4.1

Desirable quality True? Notes

Publicly available yes http://spamassassin.org/
publiccorpus/

Contains spam and non-spam | yes 4150 non-spam and 1900 spam mes-
sages

Messages are sorted yes

Limited sources no Messages were obtained from a va-

riety of mailing lists and donations,
not necessarily all from one person
Recent somewhat | The bulk of the corpus is from 2002.
Unaltered somewhat | Messages were somewhat altered to
preserve privacy and remove infor-
mation added when they were do-
nated

Table 4.1: Summary of Good Qualities of the SpamAssassin public corpus

It should be noted that SpamAssassin’s public corpus is known to be a difficult
collection of email to filter. The author of CRM114 mentions that he (as a human)
can rarely achieve 90% accuracy sorting this corpus, but generally he achieves 99.84%
accuracy sorting “real life” email [Yer04]. As such, very high accuracy is not expected

when training and testing on this corpus.

4.1.1.2 Preparing the Corpus

The corpus was divided up by the information found in the Date: email header.
This information is not necessarily accurate, since it relied on the configuration of
the clock of the sender, which may not always be correct, but since no more accurate

date information was available this seemed an appropriate compromise.
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Messages whose date field were clearly inaccurate (such as messages where the year
was listed as 2028) were discarded, and since all of the ham was sent during 2002,
only the spam for that year was used. The breakdowns are shown in Table 4.2 and
Figure 4.1. The SpamAssassin corpus is divided into five parts: easy_ham, easy_ham_2
and hard_ham contain the non-spam messages, and spam and spam_2 contain the
spam messages. The parts marked _2 indicate more recent additions to the collection,
and the easy and hard markings indicate which messages have features which make

them seem more like spam, such as phrases which are common to spam or unusual

HTML markup [Spa03d].

easy_ham easy_ham_ 2 hard_ham | Total spam spam_2 | Total
Non- Spam
Spam
Total® || 2500 1400 250 4150 500 1400 1900
Jan 1 0 1 2 0 0 0
Feb 43 0 0 43 1 11 12
Mar 0 0 0 0 0 18 18
Apr 0 0 0 0 0 18 18
May 0 0 2 2 0 320 320
Jun 0 2 5 7 1 140 141
Jul 0 558 158 716 5 498 503
Aug 455 833 34 1322 183 150 333
Sep 1220 0 25 1245 270 0 270
Oct 712 0 9 721 5 1 6
Nov 16 6 15 37 1 8 9
Dec 52 1 1 54 10 15 25

“Before date parsing. After parsing, some messages were discarded.

Table 4.2: Breakdown of the SpamAssassin public corpus by month

It should be noted that the SpamAssassin public corpus, as well as being difficult
to classify, does not necessarily reflect normal ratios of spam to non-spam. Looking at
Figure 4.1 we can see that the corpus contains few non-spam messages from January
to June, then suddenly jumps to receiving over 600 messages/month for the next few

months before returning to smaller numbers. While it is possible that real mail would
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Figure 4.1: Messages by month from the SpamAssassin public corpus

exhibit this behaviour, it is probably not typical behaviour for an individual mailbox
or group of mailboxes. This pattern is more likely due to the way in which the mails
were collected by the SpamAssassin team: Presumably, most of the collection was

done during the months of June to October.

4.1.2 Running the Spam Immune System
4.1.2.1 Initial Training

The Training phase

1. A number of lymphocytes were generated from the chosen library. The libraries
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used are described in Table 4.3. (See Algorithm 2 in Section 3.2.1.)

2. These lymphocytes were trained on the messages from January to July, inclu-
sive. This is 770 non-spam and 1012 spam messages. (See Algorithm 3 in

Section 3.2.2.)

Since a spam filter must be able to correctly classify future messages based upon
current and past messages, the training set entirely precedes the testing set based
upon their dates. The messages from January and July were chosen to be the training
set because it was only in July that there were enough non-spam messages in the
corpus for sufficient training. Before July, there were fewer than 100 messages in the
non-spam part of the corpus.

Several sets of lymphocytes were trained with varying libraries as described in
Table 4.3. The English library is described in Section 3.1.3.2, the Bayesian library is

described in Section 3.1.3.3 and the heuristic library is described in Section 3.1.3.4.

Gene types Number of genes
English words 96274

Bayesian tokens | 105248
heuristics 201

Table 4.3: Libraries used by the spam immune system

Sets of lymphocytes were created, trained and saved so that the same initial set
could be used with varying runtime parameters, as described in Section 4.1.2.2.
4.1.2.2 Testing and ongoing learning

The messages from August to December inclusive were used as the testing set. This

range includes 3379 non-spam and 643 spam.

1. For each message, the lymphocytes were applied to the message and the weights

were updated appropriately. (See Algorithm 4 in Section 3.2.3.)
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e Weighting can be dynamic, where the weight assigned to each lymphocyte

is linked to the final weight of the message, or with a static value of 0.5.
2. At the end of the month, retraining can occur.

e Retraining weights can vary. The base method weights a re-training as 2

times an initial training, but values of 5 and 10 were also tried.

3. Once retraining has happened, culling may occur. (See Algorithm 5 in Sec-

tion 3.2.4.)

e The parameters used for culling may vary. The first parameter indi-
cates that lymphocytes with msg_matched values below this will be killed.
The second parameter indicates how much the other lymphocytes will be
aged, that is, how much their msg matched values will be decremented.
spam_matched is also decremented such that the ratio between the two
remains the same. Values of 1 and 10 were tried for each of these param-

eters.

4. If culling has occurred, new lymphocytes were generated using the same library

as the original lymphocytes. (See Algorithm 2 in Section 3.2.1.)

Runs were attempted with several different values used for training upon appli-
cation, with and without retraining and with several values for retraining, and with

and without culling. These runs are summarized in Table 4.4.

4.2 Results

4.2.1 Baseline Test

The baseline result used for comparison is a repertoire of 500 lymphocytes from the

heuristic library, trained dynamically, retrained with a weight of 2 (meaning each



88

Number Library Training | Retraining| Retraining| Culling Culling
of Lym- Incre- Parame- parame-
phocytes ment ters ters
Baseline test
500 heuristic \ dynamic | yes 2 yes 11
Population size
200 heuristic | dynamic | yes 2 yes 11
300 heuristic | dynamic | yes 2 yes 11
400 heuristic | dynamic | yes 2 yes 11
500 heuristic | dynamic | yes 2 yes 11
600 heuristic | dynamic | yes 2 yes 11
700 heuristic | dynamic | yes 2 yes 11
800 heuristic | dynamic | yes 2 yes 11
900 heuristic | dynamic | yes 2 yes 11
1000 heuristic | dynamic | yes 2 yes 11
Alternate libraries
500 heuristic | dynamic | yes 2 yes 11
500 Bayes dynamic | yes 2 yes 11
500 English dynamic | yes 2 yes 11
Training during regular operation
500 heuristic | dynamic | yes 2 yes 11
500 heuristic | 0.5 yes 2 yes 11
Lifecycle Tests
500 heuristic | dynamic | yes 2 yes 11
500 heuristic | dynamic | no 2 no 11
500 heuristic | dynamic | yes 2 no 11
500 heuristic | dynamic | no 2 yes 11
Retraining parameters
500 heuristic | dynamic | yes 2 yes 11
500 heuristic | dynamic | yes ) yes 11
500 heuristic | dynamic | yes 10 yes 11
Culling parameters

500 heuristic | dynamic | yes 2 yes 11
500 heuristic | dynamic | yes 2 yes 110
500 heuristic | dynamic | yes 2 yes 101
500 heuristic | dynamic | yes 2 yes 10 10

Table 4.4: Spam immune system parameters
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retraining is equal to two trainings, once to reverse the original training and once as
a new training), and culled if the msg_matched value falls below 1 and aged by 1 if
the value is higher. Unless otherwise specified, these are the parameters used for each
test.

This baseline was not chosen to be the best of the tests: as shown in Section 4.2.3,
better classifications can be achieved by using larger populations. The benefit to using
a non-optimal baseline is that there is more room to improve, so it is more evident if
a given technique actually improves the results.

The average accuracy for the baseline test is 91.9% with 2.4% false positives. The

standard deviation of this accuracy is 3.0%.

4.2.2 Comparing Scoring Systems

As described in Section 3.2.3, three different weighting schemes have been used with
the spam immune system. The aim is to find a scoring system where the weights of
spam messages and the weights of non-spam messages can be separated easily with a
threshold. Ideally, everything above this threshold would be spam, everything below
would be non-spam, but realistically there will be some outlying messages that get
sorted into the wrong category.

Each of the three systems produces a very different pattern of scores when applied
to the messages. Figures 4.2, 4.3 and 4.4 show these scores for one instance of the
baseline test. Only the first month (August) is graphed to avoid showing any effects
related to culling and retraining.

Figure 4.2 shows the pattern of the straight sum scoring system. In this graph,
you can see that there is little clear division between the spam and the non-spam
messages. Although it is not immediately apparent from this graph, the messages
have a much wider range of scores than you would find in the bounded Bayes or

weighted average scores. Note that there is a large spike of spam and smaller spike
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of non-spam at the bottom end of the range — these represent messages for which few
or no lymphocytes matched. The average best threshold is at score 3808, with an
average error rate of 20.11%. However, this error rate is almost identical to the rate
of spam in the portion of the corpus being tested, so effectively the straight sum is

not distinguishing any messages.
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Figure 4.2: Straight Sum Score Distribution

Figure 4.3 shows the pattern of the Bayesian scoring system. This bowl-shaped
distribution shows mostly spam at the top of the score range, and mostly non-spam at
the bottom of the range. There is a spike in the middle of the distribution: this occurs
because a weight of 0.5 is assigned to any message about which nothing is known.
The average best threshold is at 0.62 and the average best error rate is 7.08%.

Figure 4.4 shows the pattern of the Weighted Average scoring system. The scores
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of the spam messages and the non-spam messages are somewhat distinct, falling in
two bell-curves that partially overlap at the edges. As with the Straight Sum, there
is a spike of messages at 0 because this is the score assigned to messages about which
nothing is known. The average best threshold was 0.55, with an average best error
rate of 4.96%.

The spam immune system assigns scores to every message, but it is the threshold
that determines which scores result in a spam classification and which results in a
non-spam classification. As one would probably imagine, finding a good threshold

for the straight sum scores was nearly impossible, as the spam and non-spam scores
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Figure 4.4: Weighted Average Score Distribution

are thoroughly intermingled. The Bayes scores and weighted average proved more
effective in determining the two-class classification.

The error rate for each threshold was determined by counting the false positives
and false negatives for each message and summing these values. If a lower number of
false positives was desired, the error rate could be calculated using a higher weight for
that type of error. However, since there is no known proven value for such a weight,
the unweighted error was used to calculate the best threshold.

As shown in Table 4.5, the weighted average scores not only provided a lower
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Scoring System | Threshold Percent Error Standard Deviation of Threshold
Straight Sum 3808 20.11 772.62
Bayes 0.62 7.08 0.12

Weighted Average 0.55 4.96 0.01

Table 4.5: Average threshold values for the three scoring systems

error rate on average, but the standard deviation of the threshold was smaller, which
makes it easier to assume that future tests at the same threshold will yield similarly

good results. As such, it is this scoring system that has been used for further tests.

4.2.3 Comparing Population size

Using the heuristic library, lymphocytes were generated in batches of 1000, 900, 800,
700, 600, 500, 400, 300, 200, and 100. Each one was tested against all the messages
of the testing set, using the parameters for the baseline test other than the number
of lymphocytes in the repertoire. The tables and figures all show the average value

for all runs.

# of lymphocytes | False positives False negatives Total Error
200 8.29 6.88 15.17

300 3.10 6.69 9.79

400 3.94 6.12 10.07

500 2.44 5.63 8.07

600 1.18 5.42 6.60

700 1.09 5.28 6.37

800 1.72 5.80 7.52

900 1.06 5.16 6.22

1000 1.15 5.22 6.37

Table 4.6: Percent error versus population size

Figure 4.5 and Table 4.6 show the percent error in classification as a function of
population size. With fewer lymphocytes, the error rate is higher, but the accuracy
seems to plateau around 600 lymphocytes. This is less true of the false negative rate,
which remains significantly more constant, probably because there are a number of

spam messages which are being missed by the system. These messages may be largely
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Figure 4.5: Percent error versus population size

invisible to the system as they are matched by few or no lymphocytes.

Recall also that the false positive rate needs to be especially low. False positives
are the legitimate messages which have been tagged as spam by the classifier. It can
usually be assumed that the user will notice false negatives, since they will appear
in his or her regular mailbox, but false positives are more easily missed since they
appear alongside spam, which the user may not read, or may even have automatically
deleted.

Figure 4.6 shows the standard deviation of each of the previous data points. This
shows that as the number of lymphocytes goes up, the amount of variability in the
classification accuracy tends to go down, which is important in a spam classification
system, since classification of this sort is generally one-shot, unlike optimization where

one might try to use a system multiple times to get multiple good answers.
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Figure 4.6: Standard deviation of percent error versus population size

Another useful piece of information about these results is the number of useful
lymphocytes in each of these populations — the number of lymphocytes which have
scores larger than zero. These numbers, grouped by month and population size,
are shown in Figure 4.7. The graph was created by looking at the population of
lymphocytes with any weight after the culling step of the lifecycle. Near the top
of this graph, the lines for various population sizes converge, implying that we may
have reached an optimal number of lymphocytes from this library for this corpus.
Figure 4.8 shows this convergence more clearly, as it shows the number of useful

lymphocytes graphed directly against the number of lymphocytes in the repertoire.
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Figure 4.7: The number of useful lymphocytes in each population

4.2.4 Comparing alternate libraries

In order to compare libraries, sets of 500 lymphocytes were generated for each of the
three libraries described in Section 4.1.2.1: the heuristic library, an English dictionary,
and a Bayesian library. These populations were then trained on the standard set of
messages, also as described in Section 4.1.2.1. From there, each set was run through
the rest of the messages using the standard baseline parameters. The results are
shown in Tables 4.7 and 4.8.

The Bayes and English libraries perform very similarly, which is expected since the
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Figure 4.8: Number of useful lymphocytes versus repertoire size

False Positives False Negatives Total Error
Bayes 18.00 11.20 29.19
English | 18.08 11.36 29.44
Heuristic | 2.44 5.63 8.07

Table 4.7: Error for the three libraries

Bayesian tokens are largely English words. The heuristic library, as well as having
better performance, has a much smaller variance in score, making it overall more
useful for a spam detection system.

The pattern of “useful” lymphocytes is shown in Figure 4.9. These are all averages
by library from repertoires of 500 lymphocytes. The Bayes library starts with more
useful lymphocytes than the English library, which is to be expected since the Bayes
library was produced from the training set — all of the individual genes can be found
in that training set. There are even more heuristic lymphocytes, probably because

each of the genes used is designed to match multiple common phrases, whereas the
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False Positives False Negatives Total Standard Deviation
Bayes 11.13 2.69 8.94
English | 9.84 3.16 8.18
Heuristic | 2.10 1.13 3.02

Table 4.8: Standard deviation of error for three libraries

other libraries are more naive about the messages.
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Figure 4.9: Average number of “useful” lymphocytes from the three libraries

4.2.5 Training during regular operation

Each time a lymphocyte matches a message, the system assigns new weights to that
lymphocyte as described in Section 3.2.3. The increment used for the spam_matched
value can be dynamically set as the score given by a weighted average, or it can be
set at a fixed increment of 0.5, meaning that the system thinks there is an equal

probability that the message is spam or non-spam. This value is chosen because this
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assumption seems to work well for Bayesian classifiers. (See Section 2.1.3.11 for more
information about how this assumption is used in Bayes classifiers.)

To test these training numbers, the baseline test was run along with tests that
had the increment statically set at 0.5. The average results are given in Table 4.9,
where you can see that the error rate for the dynamic weighting is slightly below that
of the static weighting of 0.5. However, a t-test with an « value of 0.05 shows that

this difference is not significant.

False Positives False Negatives Total Error
dynamic 2.44 5.63 8.07
0.5 3.92 5.57 9.49

Table 4.9: Dynamic training increment versus static increment of 0.5

4.2.6 Lifecycle Tests

There are several parts of the complete lifecycle used by the spam immune system
which are not, strictly speaking, necessary for the system to function: retraining
and culling. These are intended to allow the system to adapt more readily to new
messages.

The baseline test is compared against a test where no retraining and no culling
occurs, one where retraining occurs but culling does not, and one where culling occurs
but retraining does not.

According to Table 4.10, there is a marginal increase in accuracy when no retrain-

ing is done and a decrease when it is done, however this difference is well within the

Retrain Cull False Positives False Negatives Total Error
retrain cull 2.44 5.63 8.07
no retrain no cull | 1.40 6.66 8.07
no retrain cull 1.06 6.53 7.59
retrain no cull | 1.76 6.67 8.43

Table 4.10: Lifecycle tests
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Retrain Cull False Positives False Negatives Total Error
retrain cull 2.10 1.13 3.02
no retrain no cull | 1.18 3.37 2.93
no retrain cull 0.74 3.46 3.11
retrain no cull | 1.11 3.38 3.08

Table 4.11: Standard deviation of lifecycle tests

Retraining Parameter | False Positives False Negatives Total Error
2 2.44 5.63 8.07
5 2.48 5.64 8.12
10 2.76 5.81 8.57

Table 4.12: Retraining parameter tests

standard deviations shown in Table 4.11, and as such, is probably just due to random-
ness as opposed to a flaw in the idea of retraining. It seems that culling provides a
marginal improvement, but this is also within the standard deviations. As expected,
t-tests with an « value of 0.05 against the baseline test show that the differences are
not significant.

It is possible that the spam corpus used does not include spam which is changing
suffciently. If the messages are similar throughout the corpus, then there is no sig-
nificant advantage to adaptation. Section 4.3 provides further explanation of why so

little effect was seen with retraining and culling.

4.2.7 Retraining parameters

There is only one parameter to retraining, and this parameter represents the weight
of the retraining. Retraining is equivalent to repeated regular training, so this weight
represents the number of repetitions. First, the initial training during regular opera-
tion is reversed, then the lymphocytes are trained as spam or non-spam as the user
indicates.

At first glance, Table 4.12 may appear show that retraining with higher weights

has actually decreased the accuracy. However, Table 4.13 shows that these differences



Retraining Parameter

False Positives

False Negatives

Total Error

2
5
10

2.10
2.04
2.30

1.13
1.14
0.94

3.02
2.98
3.07
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Table 4.13: Standard deviation of retraining parameter tests

min msg-matched ageing | False Positives False Negatives Total Error
1 1 2.44 5.63 8.07
10 10 291 5.70 8.61
10 1 2.28 5.62 7.90
1 10 2.82 5.70 7.97

Table 4.14: Culling parameters

are well within the standard deviation, and t-tests with an « value of 0.05 confirm
that the differences in the averages are not significant. Section 4.3 describes reasons

that no difference may be seen despite the different parameters used.

4.2.8 Culling parameters

There are two parameters that define the actions of the system during the culling
phase. The first indicates a minimum msg_matched value, and any lymphocyte whose
msg_matched score is below this will be “killed” and removed from the database of
lymphocytes. The second parameter indicates how much each lymphocyte will be
“aged” — how much the msg_matched value will be decremented for ageing. The
spam_matched value is decremented in proportion so that the ratio between the two
remains the same. Each parameter was tested at the values 1 and 10, making a total

of 4 different combinations that were tested.

min msg_-matched ageing | False Positives False Negatives Total Error
1 1 2.10 1.13 3.02
10 10 2.97 1.18 3.91
10 1 1.78 1.12 2.69
1 10 2.79 1.18 4.27

Table 4.15: Standard deviation for culling parameter tests
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Table 4.14 shows the results of tests with several different parameter values. There
appears to be little difference in the results depending upon the parameters used, and
Table 4.15 shows that the differences in errors between the different runs are all
within the standard deviations of each value. The variation in parameter shows no
statistically significant effect upon the end results, and this is confirmed with a t-
test using an « value of 0.05. In Section 4.3, reasons for this lack of difference are

described in further detail.

4.3 Discussion

Although the overall results are good (see Section 4.4), the test results for many of the
lifecycle and parameter related tests were inconclusive. While it is possible that many
of these parameters have little effect upon the system, it is also possible that this is a
function of the corpus being used. The SpamAssassin public corpus, although it has
many good qualities, only has four months that include high numbers of messages
(See Figure 4.1). Since one of these must be used as part of the training set, this
leaves only three months for testing. It is possible that lifecycle tests do not exhibit
any interesting behaviour on such a small set, but they might have more effect on the
results over a longer time period. Section 5.2 describes some ways in which a more
suitable corpus could be assembled for use in future experimentation.

It is also possible that many of the lymphocytes which have been retrained are not
being used again by the system. As such, the varied parameters and retraining would
have very little effect, since these updated weights are not being used very frequently
after they are updated. This hypothesis should be tested in future work.

Similarly, culling involves removing lymphocytes which are known not to be useful,
so it will only be helpful if new useful lymphocytes are generated. Unfortunately,

Figure 4.7 shows that with 500 lymphocytes in the repertoire, we are probably close
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to attaining the maximum number of useful lymphocytes for this library with this
spam corpus, so the chance of producing a new good lymphocyte is relatively slim.
As such, culling has little effect. Over longer periods of time, with more messages,
the chances of needing a new lymphocyte will increase, so presumably with a larger
corpus culling would have a more noticeable effect.

Finally, recall spam tends to remain relatively similar for long periods of time
punctuated by occasional periods of rapid change [Sul04]. Tests related to retraining
and culling may have more effect when a more volatile time period is investigated.
Future work should include experimentation with more suitable spam corpora, as well

as more varied parameter values.

4.4 Overall Results

The spam immune system achieved accuracy of 93.6% with 1.1% false positives using
the baseline set of parameters with 700 lymphocytes.

While this may seem unexciting in the face of advertising claims of 99+% accuracy,
it is important to note that these advertising claims often represent best numbers. In
the case of Brightmail, their accuracy rate for spam is based upon their false positive
rate of 1/1 000 000, but this accuracy number disregards their false negative rate
entirely. The independent review of spam products done by Network Computing,
however, suggests that accuracy rates in the low to mid-ninety percent range are
much more common [And04]. Their unweighted accuracy for Brightmail is 94%. The
lowest unweighted score in their top ten products was 92.9%, implying that the spam
immune system is achieving the sort of accuracy demonstrated by professional anti-
spam products. In another study conducted by PC Magazine, even the best product
achieved only 90% accuracy with 3% false positives [Met04].

This is even more promising when you consider the features available in the anti-
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spam products, which often include use of blacklists and Bayesian filters as part of a
complete solution. By comparison, my spam immune system uses only one method
to achieve similar results. It is also worth noting that the spam corpus used is known
for being difficult [Yer04], although this may also be true of the corpora used by the

magazines to review products.



Chapter 5

Conclusions & Future Work

5.1 Conclusions

5.1.1 Overall

The spam immune system successfully adapts the artificial immune system model
for use in spam detection. At 700 heuristic lymphocytes, the system averages 93.6%
accuracy with 1.1% false positives. Thus, the spam immune system achieves accu-
racy comparable to that of commercial anti-spam solutions according to third-party
reviewers of said products [And04] [Met04]. Accuracy numbers cited by vendors are
often higher than these numbers, but these third party reviews are probably closer
to the accuracy that would be seen by typical users.

This system is even more compelling in that it uses only a single approach (the
immune system approach) to achieve this accuracy. As shown in [And04], many
of the products they tested use multiple approaches, such as blacklisting combined
with URL analysis. Presumably, if these approaches were added into a complete
system including the spam immune system, it would be possible to achieve even
higher accuracy. This demonstrates that not only is it possible to apply the artificial

immune system model to spam detection, but it is also a viable alternate anti-spam
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solution.

One would expect that, like the Bayesian systems, the immune system will tend
to perform best when used on one user’s personal mail. This is based upon the
assumption that one user’s legitimate mail “self” will very less wildly than a self
produced by multiple users’ messages. However, even though the SpamAssassin public
corpus is composed of mail from more than one source, reasonable classification rates
were observed.

These results imply that the system may be more useful than expected at the
server level, which means that it could be deployed without requiring separate reper-
toires and training data for each user whose mail is to be classified. As well, it uses
a relatively small set of 700 lymphocytes for matching, similar to the number used
by SpamAssassin [sa-04d], and significantly less than the 23 000 tokens used by Gra-
ham’s Bayesian filter [spa04a]. Thus, the system could be a fairly lightweight solution

for servers.

5.1.2 Scoring

The scoring system which produced these results was the weighted average, originally
proposed in [OWO03b]. The straight sum scoring system failed to achieve significant
accuracy. The Bayes system achieved similar results, but the larger variance between
runs made it less attractive for a system which users would want to be relatively

stable.

5.1.3 Libraries

Three libraries were tested, but it was the heuristic library, originally proposed in
[OWO03a] which emerged as the most accurate for classification. The Bayesian token
and English word libraries performed significantly less accurately on average, and

although the higher variance between runs implies that they could occasionally do as
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well as the heuristic library, most users will not be content with a system that “might”

work — they want something which will work consistently for them on a given run.

5.1.4 Lifecycle

The tests related to the lifecycle were inconclusive as to whether the proposed system
of ageing, culling and retraining outperforms the system without these evolutionary
aids. As such, it is hard to see if the system will adapt over time or if it will work
successfully for long periods without adaptation. Another problem with this corpus
is that there are very few spam messages in the last months: only 40 messages from
October to December, compared to over 600 in August and September. This gives
the lymphocytes little time to adapt to any new types of spam found in those months,
and even if they adapt quickly, these months have little effect on the final averages.
Since one of the causes of this inconclusive result may be the corpus used, future work

will include tests against more suitable corpora.

5.2 Future Work

Many future ideas were described in Chapter 3 as design decisions were discussed.

These included the following:

e Extensions to deal with images and attachments other than HTML or plain

text. (See Section 3.1.1.)

Currently, the system deals only with content as it has been translated to plain
text or HTML. Since some spam is sent where most of the message is in an
image, it would be worth looking at ways in which images and other attachments
could be examined by the system. These could include algorithms which extract
text from the attachment, or more complex analysis of the information contained

within the attachment.
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e Adaptive gene libraries. (See Section 3.1.3.5.)

Currently, the system uses a library that is prepared in advance and does not
change. However, as the system sees more spam, it could be gathering infor-
mation that could be used to create new gene fragments. This could be done,
for example, by looking at the Bayesian tokens found in messages. By adding
this ability to adapt the gene library, it would be possible to make the sys-
tem adapt to messages which are not matched by any current gene fragment.
Removing this limitation from the system by allowing adaptive gene libraries

could potentially have a large effect upon the final accuracy of the system.

e Weighted gene libraries (pre-weighted or adaptive weights). (See Section 3.2.1.)

When antibodies are generated, the entire library of gene fragments has an
equal chance of being used, but it would be possible to weight the fragments
so that those more likely to produce useful lymphocytes could be used more
frequently. The weights could be determined in advance from previous runs,
or they could be done adaptively, using the spam_matched and msg_matched

scores of lymphocytes whose antibodies include those fragments.

e Parameters set using a genetic algorithm or other automated methods. (See

Section 3.2.)

The parameters are currently user-selected based on the user’s knowledge of
their email — be it prior knowledge or current knowledge about misclassified
messages. These parameter choices were not shown to have a huge effect upon
the system, but it would be interesting to see if a genetic algorithm or other
automated method could be used to produce a set of parameters which has a

larger effect upon the final results.

e Varying confidence values. (See Section 3.2.3.)
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The system currently assumes complete confidence in its scoring of the message
and uses this value, unaltered, as the base for training all matching lymphocytes.
A percentage confidence value could be used to lessen the effect of the system
on itself, which might be valuable in times when the system does not seem to

be performing well.

e Mutations of lymphocytes. (See Section 3.2.3.1.)

One of the limitations of this system is that some messages remain completely
unmatched by any lymphocyte in the system. The human immune system
uses a process called hypermutation to counter this: an antibody which has a
weak match is mutated until it produces a strong match. Although the system
does not currently have a perception of a weak and strong match, making this
difficult although not impossible to implement. It would be worth finding ways
to accomplish this or something that serves the same purpose, given that this

inability to learn from unmatched messages is a limitation of the current system.

In addition to these ideas, there are ideas stemming from the experiments that
would be worth exploring.

It would be beneficial to try this system with other spam corpora, given the
shortcomings of the one used. This may necessitate creating a new publicly available
corpus. One easy method for doing so would be to gain the permission of a publicly
available mailing list and collect the spam sent to that list. For many lists, the spam
is already sorted out by hand and would only need to be stored together with the
legitimate messages to produce a reasonable one-source corpus. Although this will
likely not show all the characteristics of an individual user’s mailbox (for example,
mailing list topics tend to be more limited than the discussion topics of one user),
it should be reasonably close. In addition, sorting solutions for mailing lists could

save list administrators some time (many do the sorting manually at this time), and
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integration of anti-spam products with mailing list management tools is an interesting
problem in its own right.

Given a better corpus, the system should be tested over a longer period than
the one-year one available in the SpamAssassin public corpus. In this way, it should
be evident what sort of difference the parameters and lifecycle steps make upon
classification over a longer period.

As well as a longer period, it would be good to test against a more recent corpus,
as spam characteristics have probably changed since 2002. It would also be desir-
able to have a corpus which contains a higher ratio of spam to non-spam, since the
SpamAssassin corpus, with approximately 15% spam, no longer reflects the numbers
reported for the global ratio, where spam now outnumbers legitimate mail.

Once other corpora are available for testing, the parameters and lifecycle tests
should be repeated to see if they have more effect. It would be good to test these
things against messages that exhibit periods of volatility as described in [Sul04], as
well as messages that are known to exhibit fairly stable characteristics.

The spam immune system has potential for use as part of a more complete anti-
spam product. It would be interesting to look at how best to incorporate it with
other techniques to produce a complete product. For example, setting so that infor-
mation from a blacklist can be incorporated into the final score may yield a higher
classification accuracy.

It would also be good to compare the spam immune system with other anti-spam
offerings, both for actual classification accuracy and for memory, processor and other
resource usage. It seems likely that it will be a more lightweight solution, although
it may require some work to optimize it. For example, the database currently used
could be replaced with one whose performance is higher.

With work as described above, it should be possible to turn the spam immune

system into a viable alternative anti-spam solution.



Glossary

antibody: The antibody is the actual detector used by the immune system. Each
lymphocyte’s surface is covered by many copies of the same antibody. (Intro-

duced on page 43.)

antigens: The surface proteins of a pathogen. These are what the lymphocytes

detect. (Introduced on page 43.)

autoimmune reaction: A reaction wherein the body makes a mis-classification

and starts to attack self. (Introduced on page 44.)

B-cells: B-cells are lymphocytes named for the “Bursa of Fabricius (a lymphoid
organ found in birds), which is where they mature. Humans do not have this
organ, and the B-cells originate and mature largely in the bone marrow of

humans. (Introduced on page 44.)

Bayes score: A weighting scheme based upon the naive Bayes rule. Using the

weights of the spam immune system, this is

H spam_matched
matching lymphocytes “msg_matched

spam_matched 1 spam_matched
Hmatching lymphocytes "msg_matched + Hmatching lymphocytes ~ " “msg_matched

(Introduced on page 74.)

body of email: In an email context, the body is the actual message text. (Intro-

duced on page 15.)
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digital antibody: A regular expression used as a detector for patterns in an email

message. (Introduced on page 54.)

digital lymphocyte: The set including the digital lymphocyte as well as weighting

information for that lymphocyte. (Introduced on page 54.)

false negative: In spam classification, a spam message that has been mistakenly

classified as non-spam. (Introduced on page 17.)

false positive: In spam classification, a non-spam message that has been mistakenly

classified as spam (Introduced on page 17.)

ham: In the context of email classification, ham is a slang term for non-spam. (In-

troduced on page 6.)

headers of email: In an email context, the headers are a set of meta-information
found at the top of the email. They take the form of <Name>: <value> and
while some of them are standard, more optional headers can be set. They
include information about when a message was sent, to whom the message is
being sent, from whom it was sent, what the subject of the message is, along
with optional information such as the name of the program used to send the

mail. (Introduced on page 15.)

lymphocytes: Specialized white blood cells which act as detectors for the immune

system. B-cells and T-cells are lymphocytes. (Introduced on page 43.)

memory cells: One theory of immunological memory suggests that these long-lived
lymphocytes are created when an infection has been found. They stay in the
body forever, always available to react to re-infection by the same pathogen.

(Introduced on page 46.)
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meta-characters: In a regular expression, meta-characters are characters which

have special uses for creating more complex expressions.  (Introduced on page 70.)

non-self: Anything which is not self. Pathogens are non-self. (Introduced on

page 41.)

pathogens: Dangerous non-self agents such as bacteria, viruses, and other foreign

life forms and substances. (Introduced on page 41.)

repertoire: The population of different antibodies (and thus, lymphocytes) available

in the body at any given time. (Introduced on page 43.)

self: Given an organism which is protected by an immune system, this is all the
parts of said organism, including the immune system itself. (Introduced on

page 41.)

spam: In email filtering, spam is what the recipient considers to be junk mail and
does not wish to receive. This definition is not strict enough to be used as a
legal definition, but is clear and flexible enough for email classification for an

individual. (Introduced on page 9.)

straight sum: The sum of spam_matched values from all matching lymphocytes.

That is, 3,atching tymphocytes SPam-_matched.  (Introduced on page 73.)

T-cells: T-cells are lymphocytes named for the thymus, which is where they mature
(although they originate in the bone marrow, like the B-cells). The thymus
contains many different types of self-proteins, and as the T-cells mature, those
which match self are killed off or are not selected to reproduce. (Introduced

on page 44.)

unsolicited bulk email (UBE): Unsolicited Bulk Email or UBE consists of mes-

sages which have been sent to many parties without their request or consent.
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(Introduced on page 7.)

unsolicited commercial email (UCE): Unsolicited Commercial Email or UCE
consists of advertisements which have been sent out without request or consent

of the recipients. (Introduced on page 7.)

useful lymphocyte: A useful lymphocyte, in a spam immune system, is a lympho-
cyte which has matched at least one message thus has a msg_matched value
that is larger than zero. Any lymphocyte which has a msg_matched value of

zero does not contribute to any message scores. (Introduced on page 58.)

virus signature: A unique string of bits, or the binary pattern, of a virus. The
virus signature is like a fingerprint in that it can be used to detect and identify
specific viruses. Anti-virus software uses the virus signature to scan for the

presence of malicious code. [vir04] (Introduced on page 56.)

wetghted average: The sum of the spam_matched values from all matching lym-

phocytes divided by the sum of all the msg_matched values from all matching

Zmatching lymphocytes Spam*matChed

lymphocytes. That is, ey atched (Introduced on page 74.)
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