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Abstract

Unrestricted information ows are a key security weaknessusrent web design. Cross-site script-
ing, cross-site request forgery, and other attacks tylgicauire that information be sent or retrieved
from arbitrary, often malicious, web servers. In this paperproposeésame Origin Mutual Approval
(SOMA), a new policy for controlling information ows thatrpvents common web vulnerabilities.
By requiring site operators to specify approved externahaios for sending or receiving information,
and by requiring those external domains to also approveadatiens, we prevent page content from
being retrieved from malicious servers and sensitive imftifon from being communicated to an at-
tacker. SOMA is compatible with current web applicationd @incrementally deployable, providing
immediate bene ts for clients and servers that implemenS{®MA has an overhead of one additional
HTTP request per domain accessed and can be implementenhimithal effort by application and web
browser developers. To evaluate our proposal, we have afgegla Firefox SOMA add-on, licensed
under the GNU GPL.

Keywords: Web security, JavaScript, same origin policy, cross-sitgtng, cross-site request forgery,
cross-domain information ow

1 Introduction

Current web pages are more than collections of static irdtion: they are a synthesis of code and data
often provided by multiple sources that are assembled andnrthe browser. Users generally trust the
web sites they visit; however, external content may be sty untrustworthy, or even malicious. Such
malicious inclusions can initiate drive-by downloads [28]suse a user's credentials [13], or even initiate
distributed denial-of-service attacks [20].

One common thread in these scenarios is that the browser comshunicate with web servers that
normally wouldn't be contacted. Those servers may be cbetrdy an attacker, may be victims, or may be
unwitting participants; whatever the case, informatioowsti not be owing between the user's web browser
and these sites.

In this paper, we propose a policy for constraining commationis and inclusions in web pages. This
policy, which we callSame Origin Mutual ApprovalSOMA), requires the browser to check that both the
owner of the page and the third party content provider appafithe inclusion before any communication
is allowed (including adding anything to a page). This “teghing” of same origin policy prevents attackers



from loading malicious content from arbitrary web sites agstricts their ability to communicate sensitive

information. While attacks such as cross-site scriptireysditl possible, with SOMA they must be mounted

from domains trusted by the originating domain. Becausekdrs have much less control over this small
subset than they do over other arbitrary hosts on the IrtteB@MA can prevent the exploitation of a wide

range of vulnerabilities in web applications.

In addition to being effective, SOMA is also a practical pyspl. To participate in SOMA, browsers
have to make minimal code changes and web sites must crealie smple policy les. Sites and browsers
participating in SOMA can see bene ts immediately, whilenfarticipating sites and browsers continue to
function as normal. These characteristics facilitatearmeental deployment, something that is essential for
any change to Internet infrastructure.

We have implemented SOMA as an extension for Mozilla Firegfpgne that can be run in any regular
installation of the Firefox browser. In testing with thiolarser and simulated SOMA policy les for over 500
main pages on different sites, we have found no compatilidgtues with current web sites. The policy les
for these sites have been, with only a few exceptions, exerasy to create and cause no compatibility
issues. Simulated attacks are also appropriately blockedetrieve policy les, SOMA requires an extra
web request per new domain visited. As we explain in Sectji@uéh overhead is minimal in practice. For
these reasons, we argue that SOMA is a practical, easy tad,aapeffective proposal for improving the
security of the modern web.

The remainder of this paper proceeds as follows. Sectiowesdiackground on current web security
rules and attacks on modern web pages. Section 3 detailsropeged Same Origin Mutual Approval
design, which we then evaluate in Section 4. Our prototygkthae results of testing in the browser are
described in Section 5. We discuss some alternative JapaSecurity proposals and other related work in
Section 6. Section 7 concludes.

2 Background and Motivation

Web browsers are programs that regularly engage in exeensdss-domain communication. In the course
of a user viewing a web page, they will retrieve images frora server, advertisements from another, and
post a user's responses to a third. In this way the browseesers a dynamic, cross-domain communica-
tions nexus. While such promiscuity may be permissible wdwnbining static data, to maintain security,
restrictions must be placed upon executable content.

JavaScript has two main security features that limit themmtdl damage of malicious scripts; the sand-
box and the same origin policy. The sandbox prevents Jayg$ode from affecting the underlying system
(assuming there are no bugs in the implementation) or otleér wowser instances (including other tabs).
Each page is contained within its own sandbox instance. @ origin policy [28] helps to de ne what
can be manipulated within this sandbox and how sandboxeel caxdl communicate with the outside world.
The same origin policy is designed to prevent documentsrgstsdoaded from one “origin” from getting,
or setting properties of, content loaded from a differemgior(with a special case involving subdomains).
The origin is de ned as the protocol, port, and host from vihlce content originated. While scripts from
different origins are not allowed to access each other'scguhe functions in one script can be called from
another script in the same page even if the two scripts ara ffifferent domains. JavaScript code has
different access restrictions depending on the type ofertriieing loaded. For example, it can fetch (make
a request for) HTML, but it can only read and modify the infattion it gets as a result if the HTML falls
within the same origin. These restrictions are summariaédable 1.

Any script included onto a page inherits the origin of thagaThis means that if a page frdmtp:



Content Permissions

Type Fetch Read Modify Execute
Images YES SO SO NO
HTML YES SO SO NO
JavaScript YES SO YES YES
Styles YES SO YES NO
Audio/Video | YES  Plugin Dependant NO

Table 1: Current restrictions on JavaScript access to attr@ent (permissions denoted SO are dictated by
the Same Origin Policy)

/lexample.com includes a script fronadvertiser.com , this script is considered to have the origin
http://fexample.com . This allows the script to modify the web page fr@wample.com . ltis
important to note that many scripts, including scripts oheglvith embedding advertisements, require this
ability. The script cannot subsequently read or maniputatgtent originating fromadvertiser.com
directly; it can only read and manipulate content frekample.com , or content which has inherited that
origin.

While the sandbox and same origin policy protect the hospaedent many types of network communi-
cation, opportunities for recursive script inclusion, estricted outbound communication, cross-site request
forgery, and cross-site scripting allow considerable scigp security vulnerabilities. We explore each of
these issues below.

2.1 Recursive script inclusion

The same origin policy states that scripts can read or medijypart of a page with a matching origin. This
includes allowing scripts to add additional script tagshe document. These new scripts are then loaded
into the page, and also gain read and modify access to angrdaraming from the origin.

A page creator could choose to include content only fromcasithey deem trustworthy, but this does
not mean that all content included will be directly from ta®urces. Any script loaded from a “trustwor-
thy” domain can subsequently load content frany domain. Unfortunately, trust is not transitive, even if
JavaScript treats it that way. Besides the risk of an inbeatly malicious script loading additional, danger-
ous code, there is also the accidental risk of a “trustwdrdoynain inadvertently loading malicious content.
Even well-known, legitimate advertising services havetigeked into distributing malicious code [29, 25].

2.2 Unrestricted outbound communication

While the same origin policy restricts how content from &eotdomain can be used, it does not stop any
content from other domains from being requested and loadedte origin site. These requests for content
can be abused to send information out to any arbitrary domain

One common attack involves cookie-stealing. A script readdkie information from the user's browser
and uses it as part of the URL of a request. This request caufdrisomething innocuous, such as an extra
image, as shown in Figure 1.

Such cookie information could then be used by the remoteeséovgain access to the user's session,
or to get other information about the user. Any informatibattcan be read from the document could be
sent out in a similar manner, including credit card inforiot personal emails, or username and password



var image = new Image();
image.src= 'http://attacker.com/log.php?cookie='
+ encodeURIComponent(document.cookie);

Figure 1: Simple cookie-stealing JavaScript code whicliselata to attacker.com

pairs. Even if a user does not hit “submit” on a form, any infation they enter can be read by JavaScript
and potentially retransmitted.

2.3 Cross-site request forgery (XSRF or CSRF)

The information theft techniques described in the prevemetion can be used to launckrass-site request
forgery (XSRF or CSRF) attack [5]. Some URLSs, when requested, causetion to be performed on the
web server: a post is made, a friend is added, a vote is castidifig easy links for these actions is very
useful for the web developer who may want to include them inesmumor elsewhere on the page. What
happens, however, if one of these links is used as the URLrfamage? Even though nothing has been
clicked, that action will still be performed on behalf of tlegged-in user because the URL is requested
when the browser attempts to get the supposed image. dtesseuest forgery occurs when the user visits
a web page which accesses a URL that performs an action (rsihgser's privileges) on another web page
(even if the user never sees the URL being loaded).

2.4 Cross-site scripting (XSS)

While no precise de nition of cross-site scripting seembgéauniversally accepted, the core concept behind
cross-site scripting (XSS) is that of a security exploit inigh an attacker inserts code onto a page returned
by an unsuspecting web server [1, 2]. This code may be stonedexted, it may contain JavaScript or just
HTML, and it may use third party sites as sources or rely oplyruthe resources of the targeted server. With
such ambiguity, it is possible to have a cross-site scgpdittack which neither uses scripting nor is cross-
site. Typically, however, XSS attacks involve JavaScripec engaging in cross-domain communication
with malicious web servers.

Code injection for cross-site scripting usually occursause user-inputted data is not suf ciently san-
itized before being stored and/or displayed to other usatdhough the existence of such vulnerabilities
is not a aw in the same origin policy, per se, the same origitiqy does allow the injected code access
to content of the originating site. Speci cally, it can thsteal information associated with that domain or
perform actions on behalf of the user.

Some existing proposals to address cross-site scriptid@iéuer JavaScript security issues are described
in greater detail in Sections 6. Here we note that no curraggsal targets the cross-domain communica-
tion involved in most JavaScript exploits.

3 SOMA Design

The Same Origin Mutual Approval (SOMA) policy aims to tightthe same origin policy so that it can

better handle exploits as discussed in Section 2, inclucliags-site scripting and cross-site request forgery.
SOMA requires that both the origin web site and the site gliog included content approve of the request
before the browser allows any external content to be fetébre@lpage. Adding these extra checks gives site



Content Permissions

Type Fetch Read Modify Execute
Images SOMA SO SO NO
HTML SOMA SO SO NO
JavaScript | SOMA SO YES YES
Styles SOMA SO YES NO
Audio/Video | SOMA  Plugin Dependant NO

Table 2: Restrictions on JavaScript access to other cowitnSEOMA (permissions denoted SO are dictated
by the long-standing same origin policy)

operators much more control over what gets included intoamftheir sites. These changes are shown in
Table 2. While the differences (relative to Table 1) arerathie Fetch column, a “fetch” can also be used to
leak (send out) information such as cookies, as discussédrea

A key idea behind SOMA is that security policy should be deditdy site operators, who have a vested
interest in doing it correctly and the knowledge necessamgréate secure policies, rather than end users.
Having said that, we cannot expect site operators to cregmplex policies—their time and resources are
limited. Thus SOMA works at a level of granularity that is b@&asy to understand and specify, that of DNS
domains and URLs.

3.1 Threat Model

We assume that site administrators have the ability to eraat control top-level URLs (static les or
scripts) and that web browsers will follow the instructi@peci ed at these locations precisely. In contrast,
we do assume that the attacker controls arbitrary web searet some of the content on legitimate servers
(but not their policy les or their server software). Our digato prevent a web browser from communicating
with a malicious web server when a legitimate web site is sgm@, even if the content on that site or its
partners has been compromised.

These assumptions mean that we do not address situatioms arhattacker compromises a web server
to change policy les, compromises a web browser to circumiymlicy checks, or performs intruder-in-
the-middle attacks to intercept and modify communicatidhsther, we do not address the problem of users
visiting malicious web sites directly, say as part of a plmghattack. While these are all important types of
attacks, by focusing on the problem of unapproved commtinitae can create a simple, practical solution
that addresses the security concerns we described in S&ctiglechanisms to address these other threats
largely complement rather than overlap with the protectiohSOMA (see Section 6).

3.2 Manifest les

The rst part of SOMA we discuss is the manifest le, which ¢ams a list of domains which the origin
domain wishes to allow included content. This idea is simiahe manifests provided in Tahoma [7]. This
manifest le is always stored in the root directory and wiiMe the namsoma-manifest

For example, the manifest le fanaps.google.com would be found ahttp://maps.google.
com/soma-manifest  and might appear similar to Figure 2. If this le was set, tmeveser will enforce
that only content from those locations could be embeddedpage coming frommaps.google.com
Note that each location de nition includes protocol, domand optionally port (the default one for the



protocol is used if none is speci ed), so that origins arerts the same way as they are in the current same
origin policy.

http://maps.l.google.com
http://lwww.google.com
http://mt0.google.com
http://mtl.google.com
http://mt2.google.com
http://mt3.google.com

Figure 2: Sample manifest fonaps.google.com

If the origin A has a manifest that contails we denote this using B. This symbol is chosen as a
visual way to indicate thah is the origin (the outer cup) ari8l is a content provider web site for that origin
(the inner circle). Similarly, ifA's manifest does not includ€, we denote thata8 C. If A C then
the then browser will not allow anything in the pages fréno contact the domaif, thus code, images,
iframes, or any other content will not be loaded fr@m

By convention, it is not necessary to include the origin dionitself in the manifest le as inclusions
from the origin are assumed to be allowed.

3.3 Approval les

The approval les provide the other side of the mutual apptty allowing domains to indicate sites which
are allowed to include content from them. SOMA approval &g similar in function to Adobe Flash's
crossdomain.xml [4] but differs in that it is not a single static le contairgninformation about all
approved domains. Instead, it is a script that provide&€ & NOresponse given a domain as input.

We use a script to prevent easy disclosure of the list of aggk@omains, since such a list could be
used by an attacker (e.g. to determine which sites could &éd insa XSRF attack or to determine business
relationships). Attackers could still generate such abistonstantly queryingoma-approval , but if
they knew a list of domains to guess, they could just as easiythose domains and see if they included any
content from the target content provider. In addition, thaker size of the approval responses containing
simple YESNOanswers may provide a modest performance increase on &mt silde relative to the cost
of loading a complete list of approved sites (especiallyhighly connected sites such as ad servers).

Toindicate that A.com is allowed to load content from B.d@drg needs to provide a script with the le-
name
/soma-approval  which returnsY ESwhen invoked throughttp://B.org/soma-approval?d=
A.com. Negative responses can be indicated in a similar mannbrthéttext ofNQ If a negative response
is received, then the browser refuses to load any contemt Barg into a page from A.com. If no le with
the namesoma-approval  exists, then we assume a default permissive behavior, idedcin greater
detail in Section 3.6.

To reject all approval requestspma-approval need only be a static le containing the strifgQ
Similarly, a staticsoma-approval  with the wordNOsuf ces to approve all requests.

An alternative proposal that avoids the need for a scripgliras allowingsoma-approval to be a
directory containing les for the allowed domains. Unfamately, in order to handle our default permissive
behavior, we would now require two requests: one to see istima-approval directory exists and another
to see if the domain-speci ¢ le exists. Since most of the dwead of SOMA lies in the network requests
(as shown in Section 5), we believe the better choice is toire@ script.
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<?php
$site_policy = array(
'‘A.com’ => 'YES',
'C.net' => 'YES'):

if (isset($site_policy[$_GET['dT]) {
print $site_policy[$_GET['d]];
} else {
print ‘NO’;
}

2>

Figure 3: Simplesoma-approval  script written in PHP

A samplesoma-approval  script, written in PHP, is shown in Figure 3. This script uaesarray to
store policy information at the top of the le then output®tholicy as requested, defaulting MDif no
policy has been de ned. In this example, A.com and C.netlaehly approved domains.

The symbols used for denoting approval are similar to these @or denoting inclusion in the manifest.
If B approves of content from its site being included into a pagk @rigin A we show this usin@@ A.
Again, sinceB is the content provider it is connected to the small innariejrand the origii is connected
to the outer cup. IB does not approve of another dom&inthis is denoted using C. If B C thenthe
browser will refuse to allow the page fro@ to contactB in any way. No scripts, images, iframes or other
content fromB will be loaded for the web page &t

It is important to note thaB A is not the same as, nor does it necessarily imply, &atB. Itis
possible for one party to allow the inclusion and the otharefase. Content is only loaded if both parties
agree (,e(A C)~ (C A)).

3.4 Contentinclusions

Figure 4 illustrates inclusions currently allowed withitetsame origin policy. The web page itself indicates
the content it needs, be it images, text or JavaScript code web browser retrieves this content and builds
the page using it. It is important to note that it is the webep@gnning in the web browser) and not the web
server that indicates the content, as scripts that are sa&:on the page may request additional content.
The additional constraints added by SOMA are illustrate#igure 5. Rather than allowing all inclu-
sions as requested by the web page, the modi ed browser shestko see if both the page's web server
and the external content's web server approve of each dim&igure 5, web serveA is the source of the
web page to be displayed® has a manifest that indicates that it approves of includimgtent from both
B andC (A B andA C). When the browser is asked to include content fidrin the page fromA, it
makes a request #® to determine ifB A (B approves oA incorporating its content). In the example,
B approves and its content is included on the page (gjAceB) » (B A)). Also in the exampleC's
content is not included becau€e A (C returnsNOin response to a request f@oma-approval ).D's
content is not included because D (D is not listed inA's manifest).C returningC A prevents pages
from A accessing content fro@ in any way (including embedding content or performing crsigs request
attacks).A D prevents web pages frof interacting withD in any way.
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Figure 5: Inclusions allowed within the same origin mutygbival policy

In the exampleA's web pages are trying to use content with@ls approval®, or A's web pages
may be attempting a cross-site request forgery agé@nsin either case, the browser does not allow the
communication.

In the case of content inclusions frobh, the page is trying to include content but the manifestAor
does not includ® . The content fronD is thus not loaded and not included (the web browser nevetkshe
to see ifD would have granted approval or not). In this fashion SOMAv/pnts information from being

Such inclusions may be considered stealing, either of theeaditself or of the bandwidth needed to load the content.



sent to or received from an untrusted server.

3.5 Process of approval

The process the browser goes through when fetching comstdescribed in Figure 6. First, the web browser
gets the page from servAr. In parallel, the browser retrieves the manifest le fronm&e A using the same
protocol (i.e. if the page is served over HTTPS, then the faatwill be retrieved over HTTPS as well). In
this example, the web page requires content from web s€yeo the browser rst checks to seeGfis in

A's manifest. IfA C, then the content is not loaded. Af C, then the browser veri e€'s reciprocal

approval by checking thessoma-approval

details onC (again using the same protocol as the pending

content request). IE A then the browser again refuses to load the contel@. IfA then the browser gets
any necessary content fro@and inserts it into the web page.
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Web Server
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1. Request page

3. Request manifest

(/soma-manifest )

Yy,

2. Return page

Yy,
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Figure 6: The mutual approval procedure



3.6 Compatibility with existing sites

In order to avoid breaking current web pages, SOMA defawlta permissive mode if the manifest or
approval les do not exist. These defaults re ect currentvpage behavior where all inclusions are allowed.

1. Ifthesoma-manifest le does not exist on the origin, all inclusions are consatto be permitted
by the origin site.

2. If the content provider has mmma-approval le, then any site is allowed to include content from
this provider. In other words, the defagtbma-approval is YESif no le exists.

Note that these checks are independent, i.e., the lacksoinzga-manifest does not prevent the
loading of asoma-approval le and vice-versa.

4 Design Evaluation

4.1 Security Bene ts

SOMA constrains JavaScript's ability to communicate byiting it to mutually approved domains. Since
many attacks rely upon JavaScript's ability to communieith arbitrary domains, this curtails many types
of exploitive activity in web browsers. Whereas currerdlyy web server can be used to host malicious
JavaScript or to receive stolen information, the list ofambial attackers is narrowed signi cantly, either to
insiders at the web site in question, or to one of its apprgaathers. As we explain below, this change
would provide substantial additional protection in preeti

One key factor making SOMA a feasible defense is that thesaafSmplementation and operation are
borne by those parties who stand the most to bene t and whmass suited to bear its costs. It also helps
those who wish more control over what sites embed their obnte

4.1.1 Recursive Script Inclusion

Script inclusion is only allowed from mutually approved dainms. Therefore, if a script is included recur-
sively, it still needs to come from a mutually approved dameegardless of which domain included it. The
use of the manifest to constrain inclusions means thatkataavill no longer be able to store attack code
on external domains unless they are in the manifest and thuaproved. Many current attacks rely on
the ability to store code externally [24], therefore SOMAIfadrce attackers to use new attack strategies.

4.1.2 Unrestricted outbound communication

Outbound communication under SOMA is controlled so thaplfeit) information can only ow to and
from mutually approved partners. Thus, attacker who wishedbinformation from a page now cannot
have the browser send it to any arbitrary web server. Thiagddlocks many existing cookie-stealing and
similar information theft attacks, forcing attackers tomgyomise an approved partner in order to get such
information.

While SOMA provides no protection against local covert camimations channels, it does protect
against most timing attacks based upon cached content githply because with SOMA the attacker's
website will in general not be approved by the victim's fontent inclusion.
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4.1.3 Cross-site request forgery

Cross-site request forgery attacks occur when a maliciaissite causes a URL to be loaded from another,
victim web site. SOMA dictates that URLs can only be loadeal $ite has been mutually approved, which
means that sites are only vulnerable to cross-site reqargtrly from sites on their approval lists. Specif-

ically, the approval les limit the possible attack vectdos a cross-site request forgery attack, while the
manifest le ensures that an origin site cannot be used int@claon another arbitrary site.

SOMA thus allows a new approach to protect web applicatioos) fcross-site request forgery. Any
page which performs an action when loaded could be placedsabhdomain (by the server operator) which
grants approval only to trusted domains, such as those tyot. This change would limit attacks to cases
where the user has been fooled into clicking on a link. It ikety that sites will need to grant external
access to action-causing scripts: even voting sites, wicterally want to make it easy for people to vote
from an external domain with just a click, usually includersosort of click-through to prevent vote fraud.

SOMA also leaks less information to sites than the curiRefterer HTML header (which is also
sometimes used to prevent cross-site request forgery. [B4¢cause th&keferer header contains the
complete URL (and not just the domain), sensitive infororattan currently be leaked [19]. Many have
already realized the privacy concerns related tdRbferer URL and have implemented measures to block
or change this header [35, 30]. These proposals also prever@nt cross-site request forgery detection
attempts; however, they do not con ict with SOMA.

4.1.4 Cross-site scripting

SOMA blocks the “cross” part of cross-site scripting, sime®rmation can no longer be loaded from or
sent to external, unapproved domains. This change fortzakats to either compromise the targeted origin
host or one of its mutually approved partners, or to injeeirthntire attack code into the web page, thereby
increasing their chances of detection. In fact, since tlie ceeded to mount many attacks is of signi cant
size (e.g., setting appropriate style attributes as camge), when combined with SOMA, simple length
restrictions already in place on some user content may baenifto prevent many attacks.

Even if attack code manages to load, its communication adarare limited. Many attacks require
that information such as credit card numbers be sent to thekatr for later use, but this will no longer be
possible with SOMA. Other attacks require the user to loatdeous content hosted externally, and these
would also fail.

Thus, while some forms of cross-site scripting attacks remable, they are limited to attacks on
the existing page that do not require communication thrahghbrowser to other non-approved domains.
For example, it is not possible to steal cookies if there isvag to send the cookie information out to the
attacker. Itis possible that the site itself could provigeway (for example, cookies could be emailed out of
a compromised webmail client or posted on a blog). Or, tleekér could instead choose to deface the page,
since this attack requires the script only to modify the padmwvever, without the cross-site component, the
remaining attacks are just single site code injection k#tagot cross-site attacks.

4.1.5 Bandwidth stealing

SOMA allows content providers more control over who useg ttentent. Thus SOMA offers a new way
to prevent “bandwidth theft” where someone is including g@s or other content from a (non-consenting)
content provider into their page using a direct link to thgioal le. Existing techniques usually require
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the web server to verify the HTTP referer header, which caprbblematic (as discussed in Section 4.1.3).
SOMA provides a technique to do the veri cation in the browsmt relying on HTTP referer.

Also known as hotlinking or inline linking, bandwidth theft used maliciously by phishing sites, but
may also be used unintentionally by people who do not knotebeRegardless of the intent, this can still
be damaging. While the content provider is paying hostirgisassociated with serving up that le, it may
be pulled in by, for example, a very popular blog or aggregéttethat would generate a huge number of
additional views. At the extreme, this could result in thatemt provider exceeding their bandwidth cap
and being charged extra hosting fees or having their sitedsiwn.

Many smaller sites would rather their content be used onlihbyn for visitors to their site, and SOMA
allows them to specify this and have browsers enforce thisnier. Bandwidth theft is often performed by
people who are simply unaware that this is inappropriatetieh [6], and SOMA can address this since
doing the wrong thing will simply not work.

4.2 Incremental Deployment

SOMA is designed to gracefully handle sites which are unaw&dSOMA or have not yet been con gured.
More speci cally, if thesoma-manifest and/orsoma-approval les do not exist (or do not contain
SOMA speci ¢ identifying strings), the browser defaults ¢arrent permissive behavior, that is, assumes
that inclusions are allowed. Thus, a SOMA-enabled browsaerran on current web pages without any
difference in behavior.

If only the origin site has aoma-manifest , then SOMA still provides partial security coverage,
enforcing the policy that is de ned in th@oma-manifest . If the origin site does not have a manifest le,
but the content provider gives approval information thfosgma-approval then the policy de ned by
the content provider is enforced.

In order to verify that les returned in response to requéstsoma-manifest andsoma-approval
are related to SOMA, we stipulate that the rst line of thkema-manifest le must contain SOMA
Manifest and thesoma-approval le must contain only the wordrESor NQ This is necessary since
many websites return a generic page even when the requesttizsen found, and this must not be confused
with intentional responses to SOMA requests.

The full bene ts of SOMA are available when origins and canttgroviders both provide SOMA-related

les, but the design is such that it is possible for eitheledid start providing les without needing extensive
coordination to ensure that both are provided at the san& timother words, incremental deployment is
possible. In addition, even if one site refuses to providicpoles for whatever reason, others can still
obtain lesser security guarantees. Moreover, the supp8®MMA at servers need not be synchronized with
deployment of SOMA at browsers.

A more security-oriented default policy would be possiblith SOMA assuming &Oresponse if the
manifest or approval les are not found by the browser. Thisld potentially provide additional security
even on sites which do not provide policy, as well as encongagites which do not have policies to set
them. However, it would break almost all existing web pagdmost surely preventing the adoption of
SOMA. The permissive default was chosen to re ect curreminser behavior and to make it easier for
SOMA to be deployed.

4.3 Deployment Costs

The browser, the origin sites, and content inclusion prewiltes all bear the costs in deploying SOMA.
Note that unlike some solutions which rely heavily upon ussowledge (e.g. the NoScript add-on for
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Mozilla Firefox [21]), SOMA requires no additional efforhdhe part of the user browsing the web site.
Instead, policies are set by server operators, who are egbave more information about what constitutes
good policy for their sites.

4.3.1 Deploymentin the browser

The SOMA policy is enforced by the web browser, so changesegpared within web browsers. We have
created a prototype add-on for Mozilla Firefox 2 as discdssayreater detail in Section 5.

4.3.2 Deployment on origin sites

Each origin site which wishes to bene t from the protectioi$ OMA needs to provide soma-manifest

le. This is a text le which contains a list of content-praiding sites from which the origin wishes to in-
clude content. As mentioned eatrlier, these content providee speci ed by domain name, protocol and
(optionally) port.

This list can be determined by looking at pages on the sitecaniling a list of content providers. This
could be automated using a web crawler, or done by an adminiswvdling to set policy. (It is possible
that sites will wish to set more restrictive policy than thie's current behavior.) We examined the main
page on popular sites to determine the approximate contyplekmanifests required, and these results are
detailed in Section 5.5.2.

4.3.3 Deployment on content provider sites

Content providers wishing to take advantage of SOMA needrdwige either a le or script which can
handle requests tsoma-approval . The time needed to create this policy script depends heapibn
the needs of the site in question, and may range from a simgseoyall or no-to-all to more complex
policies based upon client relationships. Fortunatetgpse policies are likely to be desired by smaller sites
(which are unlikely to have the resources to create compbdigips), and complex policies are likely to be
required only by sites who have the necessary expertise.

Many sites will not wish to be external content providers éimeir needs will be easily served by a
soma-approval le that just containsNQ Such a con guration will be common on smaller sites such
as personal blogs. It will also be common on high-securiigsssuch as banks, who want to be especially
careful to avoid XSRF and having their images used by phiskites. Phishing sites will have to copy over
images, facilitating legal action over copyright violaig

Other sites may wish to be content providers to everyonesSiich as Flickr and YouTube that wish
to allow all users to include content will probably want tosba simpleYESpolicy. This is most easily
achieved by simply not hosting soma-approval le (as this is the default), or by creating one that
contains the wordES

The sites requiring the most con guration are those who warallow some content inclusions rather
than all or none. For example, advertisers might want toigeogode to sites displaying their ads. The list
of domains that need to be approved is already maintaineithjsas part of their client list. This database
could then be queried to generate the approval list. Or a aosnwith several web applications might want
to keep them on separate domains but still allow interadietveen them. Again, the necessary inclusions
will be known in advance and necessary policy could be codayea system administrator or web developer.

For an evaluation of the performance impact of SOMA, seei@eét5.3.
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4.4 Limitations

SOMA is designed to improve the same origin policy by impgdurther constraints upon external inclu-
sions and thus external communications. As such, it doepneoent attacks that do not require external
communications or external code inclusions. Note that mecu attack code, outside communication is
frequently used [24].

SOMA does not stop attacks to or from mutually approved jgastnin order to avoid these attacks, it
would be necessary to impose ner-grained control or add#l separation between components. This sort
of protection can be provided by the mashup solutions desdiin Section 6, albeit at the cost of extensive
and often complex web site modi cations.

SOMA cannot stop attacks on the origin where the entire lattacde is injected, if no outside com-
munication is needed for the attack. This could be web padmcedment, same-site request forgery, or
sandbox-breaking attacks intended for the user's macllnae complex attacks might be stopped by size
restrictions on uploaded content. More subtle attacks tmghd to be caught by heuristics used to detect
cross-site scripting. Some of these solutions are destib8ection 6.

SOMA cannot stop attacks from malicious servers not incgdiontent from remote domains. These
would include phishing attacks where the legitimate seis/apt involved.

5 Prototype

5.1 Description

In order to test SOMA, we created an add-on for Mozilla Firxe?00. It can be installed in an unmodi ed
installation of Mozilla Firefox the same way as any other-add the user clicks an installation link and is
prompted to con rm the install. If they click the install hah, the add-on is installed and begins to function
after a browser restart.

The SOMA add-on provides a component that does the necessaation of the soma-manifest
andsoma-approval les before content is loaded.

Since it is not possible to insert policy les onto sites ovdrich we had no control, we used a proxy
server to simulate the presence of manifest and approvalofepopular sites.

5.2 Performance

The primary overhead in running SOMA is due to the additidaténcy introduced by having to request
a soma-manifest  or soma-approval from each domain referenced on a web page. While these
responses can be cached (like other web requests), thad lodd time for a page is increased by the time
required to complete these requests. Because the mardafediecloaded in parallel with the origin page
(subsequent requests can not be sent until the browser ¢teise® and parsed the origin page anyway),
we do not believe manifest load times will affect total pagad times. Becaussoma-approval les
must retrieved before contacting other servers, howeverhead in requesting them will increase page load
times.

Because sites do not currently implement SOMA, we estimat®8s overhead using observed web
request times. First, we determined the average HTTP requasd-trip time for each of 40 representative
web sited on a per-domain basis using PageStats [9]. We used thisopesid average as a proxy for the
time to retrieve aoma-approval from a given domain. Then, to calculate page load times USONIA,

20ur representative sample included banks, news sites, wradilee-commerce, social networking, and less populassit
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we increase the time to request all content from each aatekswain by thesoma-approval request
estimate for that domain. The time of the last response frayrdamain then serves as our nal page load
time.

After running our test 30 times on 40 different web pages, ounfl that the average additional network
latency overhead due to SOMA increased page load time fréroA.3 seconds (or 13.28%) on non-cached
page loads. On cached page loads, our overhead is negligiibbesoma-approval is cached). We note
that this increase in latency is due to network latency artddilJ usage. If we assume that 58% of page
loads are revisits [32], the average network latency ot SOMA drops to 5.58%.

Becausesoma-approval responses are extremely small (see Section 5.5.3), theydshe faster to
retrieve than the average round-trip time estimate usediirerperiments. Thus, these values should be
seen as a worst-case scenario; in practice, we expect SQMéthead to be signi cantly less.

5.3 Compatibility with Existing Web pages

To test compatibility with existing web pages, the global #b sites as ranked by Alexa [3] were visited
in the browser with and without the SOMA add-on. No SOMA cotiiplity issues were detected in these
tests. In addition, one author ran the SOMA add-on for 2 wedtite doing regular browsing, and no SOMA
incompatibilities were observed. These results were égpgeas SOMA was designed for compatibility and
incremental deployment.

5.4 Attacks

In order to verify that SOMA actively blocks information lege, cross-site request forgery, cross-site
scripting, and content stealing, we created examples skthgtacks. We speci cally tested the following
attacks with the SOMA add-on:

1. A GET request for an image on another web site (testing &M based XSRF as well as content
stealing).

2. A POST request to a page on another web site done througBdapt (testing POST based XSRF).
3. Aniframe inclusion from another web site (testing iframjection based XSS).

4. Sending either a cookie or personal information to amotled site (testing information leakage).

5.

A script inclusion from another web site (testing XSS dtien).

All attacks were hosted at domafnand used domaiB as the other domain involved. All attacks were
successful without SOMA and we found that with SOMA either anifest at domaii\ not listingB or a
soma-approval at domainB which returnedNOfor domainA prevented the attacks.

5.5 Deployment Costs
5.5.1 Browser: SOMA Add-on

The SOMA add-on, when prepared into the standard XPI packaget used by Mozilla Firefox, is 7kB.
Uncompressed, the entire add-on is 25kB. The componentwdies the actual SOMA mutual approval
process is 21kB; the rest is installation les and chromehsd the browser provides a visual indication that
the add-on is loaded.
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5.5.2 Origin sites: Manifest les

To determine approximate sizes for manifests, we used theFRats add-on [9] to load the home page for
the global top 500 sites as reported by Alexa [3] and exantinedesulting log, which contains information
about each request that was made. On average, each sitstegfjuentent from 5.45 domains other than
the one being loaded, with a standard deviation of 5.3. Théman number of content providers was 32
and the minimum was O (for sites that only load from their owwmdin).

Of course, a site's home page may not be representative ehitee contents. So, as a further test
we traversed large sections of a major news site and detedntitat the number of domains needed in the
manifest was approximately 45; this value was close to thecg8led for the site's home page.

Given the remarkable diversity of the Internet, there pbbp@xist sites today that would require ex-
tremely large manifest les. This cursory survey, howeggves evidence that manifests for common sites
would be relatively small.

5.5.3 Content provider sites: Approval les

Approvals result in tiny amounts of data being transfergither aYESor NOresponse (around 4 bytes of
data) plus any necessary headers.

Using data from the top 500 Alexa sites [3], we examined 32&&s in which a content provider served
data to an origin site. The average request size was 104%88.byBecause many content providers are
serving up large video, however, the standard deviationfaieyg large: 118197 bytes. The median of 2528
bytes is much lower than the average. However, even thisleanmédian dwarfs the 4 bytes required for
asoma-approval response. As such, we feel it safe to say that the additicetatark load on content
providers due to SOMA is negligible compared to the data Hreyalready providing to a given origin site.

6 Related Work

Web-based execution environments have all been built Wwehuhderstanding that unfettered remote code
execution is extremely dangerous. SSL and TLS can proteonhumication privacy, integrity, and au-
thenticity; code signing [27, 31] can prevent the execubbnnauthorized code; neither, however, protect
against the execution of malicious code within the browdava [8] was the rst web execution environment
to employ an execution sandbox [34] and the same origin ypddic restricting network communication.
Subsequent systems for executing code within a browsdudimg JavaScript, have largely followed the
model as originally embodied in Java applets.

While there has been considerable work on mitigating tHareé of language-based sandboxing [17]
and on sandboxing other, less trusted code such as browsgngland helper applications [12], only re-
cently have researchers begun addressing the limitatiosenodboxing and same origin policy with respect
to JavaScript applications.

Many researchers have attempted to detect and block maiciavaScript. Some have proposed to
instrument JavaScript automatically to detect known wahi#ities [26], while others have proposed to lter
JavaScript to prevent XSS [18] and XSRF [16] attacks. Anodéipproach has been to perform dynamic taint
tracking (combined with static analysis) to detect thetimfation ows associated with XSS attacks [33].
Instead of attempting to detect dangerous JavaScript celavior before it can compromise user data,
SOMA prevents the unauthorized cross-domain informatiens using site-speci ¢ policies.

Recently several researchers have focused on the problemelofnashups. Mashups are composite
JavaScript-based web applications that draw functignalitd content from multiple sources. To make
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mashups work within the con nes of same origin policy, reenobntent must either be separated into sep-
arate iframes or all code must be loaded into the same erectintext. The former solution is in general
too restrictive while the latter is too permissive; mashaofutsons are designed to bridge this gap. Two
pioneering works in this space are Subspace [15] and Mas&(ipd.

SOMA prevents the creation of mashups using unauthorized,dce., in order for a mashup to work
with SOMA, every web site involved in it must explicitly alloparticipation. While such restrictions may
inhibit the creation of novel, third party mashup applioas, they also prevent attackers from creating
malicious mashups (e.g., combinations of a legitimate ksdogin page and a malicious login box). Given
the state of security on the modern web, we believe such e-tfids bene cial and, moreover, necessary.

While the general problem of unauthorized information osva classic problem in computer security
[10], little attention has been paid in the research comtgunithe problems of unauthorized cross-domain
information ow in web applications beyond the stricturessame origin policy—this, despite the fact that
XSS and XSRF attacks very heavily rely upon such unauthdriaers. Of course, the web was originally
designed to make it easy to embed content from arbitrarycesuWith SOMA, we are simply advocating
that any such inclusions should be approved by both parties.

While SOMA is a novel proposal, we based the desigsooha-approval andsoma-manifest on
existing systems. Theoma-approval mechanism was inspired by thessdomain.xml  [4] mecha-
nism of Flash. External content may be included Flash agiptins only from servers with@ossdomain.

xml le [4] that lists the Flash applications' originating semwv Because the response logic behind a
soma-approval request can be arbitrarily complex, we have chosen to gpdwt it be a server-side
script rather than an XML le that must be parsed by a web bews

Thesoma-manifest  le was inspired by Tahoma [7], an experimental VM-basedeysfor securing
web applications. Tahoma allows users to download virtuatimme images from arbitrary servers. To
prevent these virtual machines from contacting unautbedriervers (e.g., when a virtual machine has been
compromised), Tahoma requires every VM image to include aifest specifying what remote sites that
VM may communicate with.

Note that by themselves Flashtsossdomain.xml and Tahoma's server manifest do not provide
the type of protection provided by SOMA. With Flash, a malics content provider can always specify a
crossdomain.xml le that would allow a compromised Flash program to send g®esinformation
to the attacker. With Tahoma, a malicious origin server qaatify a manifest that would cause a user's
browser to send data to an arbitrary web site, thus causiegialeof-service attack or worse. By including
both mechanisms, we address the limitations of each.

7 Discussion and Conclusion

Most JavaScript-based attacks require that compromisédpages communicate with attacker-controlled
web servers. Here we propose an extension to same origgypalhe same origin mutual approval (SOMA)
policy—which restricts cross-domain communication to dwweage's originating server and other servers
that mutually approve of the cross-site communication. Byenting inappropriate or unauthorized cross-
domain communication, attacks such as cross-site sajiptial cross-site request forgery can be blocked.
The SOMA architecture's bene ts versus other JavaScripemges include: 1) it is incrementally de-
ployable with incremental bene t; 2) it imposes no con gtiom or usage burden on end users; 3) the
required changes in browser functionality and server caraegjon affect those who have the most reason
to be concerned about security, namely the administrafosertsitive web servers and web browser devel-
opers; 4) these changes are easy to understand, simpleltomem technically, and ef cient in execution;
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and 5) it gives server operators a chance to specify what cite interact with their content. While SOMA
does not prevent attackers from injecting JavaScript catith, SOMA such code cannot leak information
to attackers without going through an approved server.

We believe that SOMA represents a reasonable and practogbromise between bene ts (increased

security) and costs (adoption pain). Perhaps more signilgaour proposal of the SOMA architecture
highlights that the ability to create web pages using ahjtremote resources is a key enabling factor
in web security exploits (including some techniques useghishing). While other JavaScript defenses
will no doubt arise, we believe that among the contributiofshis paper are a focus on the underlying
problem, namely, de ciencies in the JavaScript same opgiicy, and the identi cation of several important
characteristics of a viable solution.

It is easy to dismiss any proposal requiring changes to wieasimucture; however, there is precedence

for wide scale changes to improve security. Indeed, muchpas @mail relays had to be restricted to
mitigate spam, we believe that arbitrary content inclusiomust be restricted to mitigate cross-site scripting
and cross-site request forgery attacks. We hope this ink&gps clarify the threats that must be considered
when creating next-generation web technologies and otieimlet-based distributed applications.
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